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LA 4

QUESTION 1

Given a Class C IP address subnetted with a /30 subnet mask, how many valid host IP addresses are available on each
of the subnets?

Al

B.2

C.4

D.8

E. 252

F. 254

Correct Answer: B

/30 CIDR corresponds to mask 55.255.255.252 whose binary is 11111100 which means 6 subnet bits and 2 host bits
which means 62 subnets and 2 hosts per subnet.

QUESTION 2

In the configuration of NAT, what does the keyword overload signify?

A. When bandwidth is insufficient, some hosts will not be allowed to access network translation.

B. The pool of IP addresses has been exhausted.

C. Multiple internal hosts will use one IP address to access external network resources.

D. If the number of available IP addresses is exceeded, excess traffic will use the specified address pool.

Correct Answer: C

http://evilrouters.net/2009/07/09/configuring-basic-nat-with-overloading/

Overloading (having multiple clients all NAT\\'d to the same IP address) is probably the most common implementation
(especially for those of us who run NAT on a Cisco box at home!).

QUESTION 3

A switch receives a frame on one of its ports. There is no entry in the MAC address table for the destination MAC
address. What will the switch do with the frame?

A. drop the frame

B. forward it out of all ports except the one that received it
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C. forward it out of all ports
D. store it until it learns the correct port
Correct Answer: B

Understanding this concept is prime for understanding that when switch receives the data frame from the host not
having the MAC address already in the MAC table, it will add the MAC address to the source port on the MAC address
table and sends the data frame. If the switch already has the MAC address in it\\'s table for the destination, it will
forward the frame directly to the destination port. If it was not already in it\'s MAC table, then they frame would have
been flooded out all ports except for the port that it came from.

QUESTION 4

Which of the following statements are TRUE regarding Cisco access lists? (Choose two.)

A. In an inbound access list, packets are filtered as they enter an interface.

B. In an inbound access list, packets are filtered before they exit an interface.

C. Extended access lists are used to filter protocol-specific packets.

D. You must specify a deny statement at the end of each access list to filter unwanted traffic.

E. When a line is added to an existing access list, it is inserted at the beginning of the access list.

Correct Answer: AC

In an inbound access list, packets are filtered as they enter an interface. Extended access lists are used to filter protocol
specific packets. Access lists can be used in a variety of situations when the router needs to be given guidelines for
decision-making. These situations include: Filtering traffic as it passes through the router To control access to the VTY
lines (Telnet) To identify "interesting” traffic to invoke Demand Dial Routing (DDR) calls To filter and control routing
updates from one router to another There are two types of access lists, standard and extended. Standard access lists
are applied as close to the destination as possible (outbound), and can only base their filtering criteria on the source IP
address. The number used while creating an access list specifies the type of access list created. The range used for
standard access lists is 1 to 99 and 1300 to 1999. Extended access lists are applied as close to the source as possible
(inbound), and can base their filtering criteria on the source or destination IP address, or on the specific protocol being
used. The range used for extended access lists is 100 to 199 and 2000 to 2699. Other features of access lists include:
Inbound access lists are processed before the packet is routed. Outbound access lists are processed after the packet
has been routed to an exit interface. An "implicit deny"” is at the bottom of every access list, which means that if a packet
has not matched any preceding access list condition, it will be filtered (dropped). Access lists require at least one permit
statement, or all packets will be filtered (dropped). One access list may be configured per direction for each Layer 3
protocol configured on an interface The option stating that in an inbound access list, packets are filtered before they exit
an interface is incorrect.

Packets are filtered as they exit an interface when using an outbound access list. The option stating that a deny
statement must be specified at the end of each access list in order to filter unwanted traffic is incorrect. There is an
implicit deny at the bottom of every access list. When a line is added to an existing access list, it is not inserted at the
beginning of the access list. It is inserted at the end. This should be taken into consideration. For example, given the
following access list, executing the command access-list 110 deny tcp 192.168.5.0 0.0.0.255 any eq www would have
NO effect on the packets being filtered because it would be inserted at the end of the list, AFTER the line that allows all
traffic.
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access-list 110 permit ip host 192.168.5.1 any access-list 110 deny icmp 192.168.5.0 0.0.0.255 any echo access-list

110 permit any any

QUESTION 5

Refer to the exhibit.

The two connected ports on the switch are not turning orange or green. What would be the most effective steps to
troubleshoot this physical layer problem? (Choose three.)

A. Ensure that the Ethernet encapsulations match on the interconnected router and switch ports.
B. Ensure that cables A and B are straight-through cables.

C. Ensure cable A is plugged into a trunk port.

D. Ensure the switch has power.

E. Reboot all of the devices.

F. Reseat all cables.

Correct Answer: BDF
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