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QUESTION 1

A security administrator implements Secure Configuration Verification (SCV), because SCV: (Choose THREE.) 

A. Does not enable the administrator to monitor the configuration of remote computers. 

B. Can block connectivity for machines that do not comply with the organization\\'s security policy. 

C. Enables the administrator to monitor the configuration of remote computers. 

D. Prevents attackers from penetrating headquarters\\' Security Gateway. 

E. Confirms that a remote configuration complies with the organization\\'s security policy. 

Correct Answer: BCE 

 

QUESTION 2

Operating-system fingerprinting uses all of the following, EXCEPT ________, to identify a target operating system. 

A. Sequence Verifier 

B. Initial sequence number 

C. Address spoofing 

D. Time to Live 

E. IP ID field 

Correct Answer: C 

 

QUESTION 3

Which type of access management uses information about job duties and positions, to indicate subjects\\' clearance
levels? 

A. Discretionary 

B. Role-based 

C. Nondiscretionary 

D. Hybrid 

E. Mandatory 

Correct Answer: B 
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QUESTION 4

____________________ educate(s) security administrators and end users about organizations\\' security policies. 

A. Security-awareness training 

B. Information Security (INFOSEC) briefings 

C. Acceptable-use policies 

D. Continuing education 

E. Nondisclosure agreements 

Correct Answer: A 

 

QUESTION 5

When attempting to identify OPSEC indicators, information-security professionals must: (Choose THREE.) 

A. Discover the information daily activities yield. 

B. Meet with adversaries. 

C. Perform business impact analysis surveys. 

D. Scrutinize their organizations\\' daily activities. 

E. Analyze indicators, to determine the information an adversary can glean ?both from routine and nonroutine activities. 

Correct Answer: ADE 
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