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QUESTION 1

Your customer receives an alert from their network operation center, they are seeing ARP and Ping scans of their
network originating from the firewall. What could be the reason for the behaviour? 

A. Check Point firewalls probe adjacent networking devices during normal operation. 

B. IPS is disabled on the firewalls and there is a known OpenSSL vulnerability that allows a hacker to cause a network
scan to originate from the firewall. 

C. One or both of the firewalls in a cluster have stopped receiving CCP packets on an interface. 

D. Check Point\\'s Antibot blade performs anti-bot scans of the surrounding network. 

Correct Answer: C 

 

QUESTION 2

You are attempting to establish a VPN tunnel between a Check Point gateway and a 3rd party vendor. When attempting
to send traffic to the peer gateway it is failing. You look in SmartView Tracker and see that the failure is due to
"Encryption failure: no response from peer". After running a VPN debug on the problematic gateway, what is one of the
files you would want to analyze? 

A. $FWDIR/log/fw.log 

B. $FWDIR/log/fwd.elg 

C. $FWDIR/log/ike.elg 

D. /var/log/fw_debug.txt 

Correct Answer: C 

 

QUESTION 3

John is a Security Administrator of a Check Point platform. He has a mis-configuration issue that points to the Rule
Base. To obtain information about the issue, John runs the command: 

A. fw debug fw on and checks the file fwm.elg. 

B. fw kdebug fwm on and checks the file fwm.elg. 

C. fw debug fwm on and checks the file fwm.elg. 

D. fw kdebug fwm on and checks the file fw.elg. 

Correct Answer: C 

 

QUESTION 4
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Which information CANNOT be displayed by issuing the command cat /proc/cpuinfo? 

A. CPU family 

B. NFS_Unstable 

C. fpu 

D. vendor_id 

Correct Answer: B 

 

QUESTION 5

Which Dynamic Routing Protocols are supported in GAiA in a Route-based VPN configuration? 

A. OSPF,BGP 

B. OSPF 

C. OSPF,BGP,RIPv2 

D. OSPF,BGP,RIPv1,RIPv2 

Correct Answer: A 
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