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QUESTION 1

You have determined that the company Web server has several vulnerabilities, including a buffer overflow that has
resulted in an attack. The Web server uses PHP and has direct connections to an Oracle database server. It also uses
many CGI scripts. Which of the following is the most effective way to respond to this attack?

A. Installing software updates for the Web server daemon

B. Using the POST method instead of the GET method for a Web form

C. Installing an intrusion detection service to monitor logins

D. Using the GET method instead of the POST method for a Web form

Correct Answer: A

QUESTION 2

Which of the following can help you authoritatively trace a network flooding attack?
A. Your ISP

B. Firewall logs

C. Router logs

D. Ping

Correct Answer: A

QUESTION 3

You have been assigned to configure a DMZ that uses multiple firewall components. Specifically, you must configure a
router that will authoritatively monitor and, if necessary, block traffic. This device will be the last one that inspects traffic
before it passes to the internal network. Which term best describes this device?

A. Screening router

B. Bastion host

C. Proxy server

D. Choke router

Correct Answer: D

QUESTION 4

You have implemented a service on a Linux system that allows a user to read and edit resources. What is the function
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of this service?

A. Authentication

B. Data integrity

C. Access control

D. Intrusion detection

Correct Answer: C

QUESTION 5

Consider the following diagram:
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Which type of attack is occurring?
A. Polymorphic virus-based attack
B. Denial-of-service attack
C. Distributed denial-of-service attack
D. Man-in-the-middle attack using a packet sniffer

Correct Answer: C
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