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QUESTION 1

The best way to thwart a dictionary attack is by enforcing a: 

A. strong password policy. 

B. restricted access policy. 

C. firewall configuration policy. 

D. proxy server policy. 

Correct Answer: A 

 

QUESTION 2

Which of the following organizations provides regular updates concerning security breaches and issues? 

A. IETF 

B. ISO 

C. ICANN 

D. CERT 

Correct Answer: D 

 

QUESTION 3

The most popular types of proxy-oriented firewalls operate at which layer of the OSI/RM? 

A. Application layer B. Network layer 

C. Session layer 

D. Transport layer 

Correct Answer: A 

 

QUESTION 4

You have implemented a version of the Kerberos protocol for your network. What service does Kerberos primarily
offer? 

A. Authentication 

B. Encryption 
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C. Non-repudiation 

D. Data integrity 

Correct Answer: A 

 

QUESTION 5

You have been asked to encrypt a large file using a secure encryption algorithm so you can send it via email to your
supervisor. Encryption speed is important. The key will not be transmitted across a network. Which form of encryption
should you use? 

A. Asymmetric 

B. PGP 

C. Hash 

D. Symmetric 

Correct Answer: D 
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