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QUESTION 1

Refer to the exhibit. 

Which three switch port types are valid for these connections? (Choose three.) 

A. routed port 

B. port-channel access 

C. access 

D. trunk 

E. port-channel trunk 

F. port-channel 

Correct Answer: CDE 

 

QUESTION 2

Which key is established using the four-way handshake during the WPA authentication process? 

A. Pairwise Master Key 

B. Pairwise Multiple Key 

C. Pairwise Session Key 

D. Pairwise Transient Key 

E. Pairwise Transverse Key 

Correct Answer: D 

The authentication process leaves two considerations: the access point (AP) still needs to authenticate itself to the client
station (STA), and keys to encrypt the traffic need to be derived. The earlier EAP exchange or WPA2-PSK configuration
has provided the shared secret key PMK (Pairwise Master Key). To derive the PMK from the WPA-PSK, the PSK is put
through PBKDF2-SHA1 as the cryptographic hash function. This key is, however, designed to last the entire session
and should be exposed as little as possible. Therefore the four-way handshake is used to establish another key called
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the PTK (Pairwise Transient Key). The PTK is generated by concatenating the following attributes: PMK, AP nonce
(ANonce), STA nonce (SNonce), AP MAC address, and STA MAC address. The product is then put through a pseudo
random function. http://en.wikipedia.org/wiki/IEEE_802.11i-2004 

 

QUESTION 3

To implement a more secure means of communication for voice and data, what technology successfully resists
interference by utilizing a wider bandwidth than needed for the transmitting signal? 

A. Spread Spectrum 

B. Microwave 

C. Extended U-NII2 

D. ISM Bands 

Correct Answer: A 

 

QUESTION 4

A network engineer is upgrading the WLC image through the GUI for maintenance. What three transfer methods are
available? (Choose three.) 

A. FTP 

B. SNMP 

C. TFTP 

D. SFTP 

E. HTTP 

F. SMB 

G. HTTPS 

H. SCP 

Correct Answer: ACD 

 

QUESTION 5

Which statement applies to TKIP? 

A. is part of the initial key exchange used to derive a pairwise temporal key 

B. is used to encrypt a WEP authenticated session 

C. is used to encrypt the data for WPA sessions 
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D. is used to secure the initial authentication credential exchange between client and authenticator 

Correct Answer: C 
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