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QUESTION 1

Which three are valid HTTP request methods? (Choose three.) 

A. GET 

B. QUIT 

C. PUT 

D. HEAD 

E. FETCH 

Correct Answer: ACD 

 

QUESTION 2

What is a Trojan horse? 

A. A piece of malware that downloads and installs other malicious content from the Internet to perform additional
exploitation on an affected system. 

B. A type of malware that executes instructions determined by the nature of the Trojan to delete files, steal data, and
compromise the integrity of the underlying operating system, typically by leveraging social engineering and convincing a
user to install such software. 

C. A virus that replicates itself over the network infecting numerous vulnerable systems. 

D. A type of malicious code that is injected into a legitimate application. An attacker can program a logic bomb to delete
itself from the disk after it performs the malicious tasks on the system. 

Correct Answer: B 

 

QUESTION 3

Which three statements are true of social engineering? (Choose three.) 

A. Social engineering largely leverages most people\\'s "good nature" and "desire to help" to obtain the information that
is needed. 

B. Social engineering can be achieved through seemingly normal situations or appearances to obtain access to
resources or physical locations otherwise off-limits to personnel. 

C. Social engineering is easy to spot and should be called out immediately in front of everyone to unveil a fraud. 

D. Social engineering leverages greed and disgruntled feelings of employees. 

Correct Answer: ABD 
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QUESTION 4

If a web server accepts input from the user and passes it to a bash shell, to which attack method if it vulnerable? 

A. input validation 

B. hash collision 

C. command injection 

D. integer overflow 

Correct Answer: C 

 

QUESTION 5

Which one of the following options describes the concept of small changes in data causing a large change in the hash
algorithm output? 

A. butterfly effect 

B. Fibonacci effect 

C. keyed effect 

D. avalanche effect 

Correct Answer: D 
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