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QUESTION 1
What is a listening port?
A. A port that remains open and waiting for incoming connections

Correct Answer: A

QUESTION 2

Which option is unnecessary for determining the appropriate containment strategy according to NIST.SP800-61 r2?
A. effectiveness of the strategy

B. time and resource needed to implement the strategy

C. need for evidence preservation

D. attack vector used to compromise the system

Correct Answer: D

QUESTION 3

Employees are allowed access to internal websites. An employee connects to an internal website and IDS reports it as
malicious behavior. What is this example of?

A. true positive

B. false negative
C. false positive
D. true negative

Correct Answer: C

QUESTION 4

Which of the following is an example of a managed security offering where incident response experts monitor and
respond to security alerts in a security operations center (SOC)?

A. Cisco CloudLock
B. Cisco\\'s Active Threat Analytics (ATA)
C. Cisco Managed Firepower Service

D. Cisco Jasper
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Correct Answer: B

QUESTION 5

Which of the following is not an example of weaponization?

A. Connecting to a command and control server

B. Wrapping software with a RAT

C. Creating a backdoor in an application

D. Developing an automated script to inject commands on a USB device

Correct Answer: A
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