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QUESTION 1

What is the definition of integrity according to CVSSv3 framework? 

A. This metric measures the impact to the confidentiality of the information resources that are managed by a software
component due to a successfully exploited vulnerability. 

B. This metric measures the impact to integrity of a successfully exploited vulnerability. Integrity refers to the
trustworthiness and veracity of information. 

C. This metric measures the impact to the availability of the impacted component resulting from a successfully exploited
vulnerability. 

Correct Answer: B 

 

QUESTION 2

Which signature type results in a legitime alert been dismissed? 

A. True negative 

B. False negative 

C. True Positive 

D. False Positive 

Correct Answer: B 

 

QUESTION 3

Which incident handling phase is focused on minimizing the impact of the incident? 

A. reporting 

B. remediation 

C. containment 

D. scoping 

Correct Answer: C 

 

QUESTION 4

Which filter shows only SMTP and ICMP traffic on Wireshark? 

A. tcp.eq 25 or icmp 
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B. tcp.port eq 25 or icmp 

C. port eq 25 and icmp 

D. tcp.port eq 25 also icmp 

Correct Answer: B 

Reference: https://wiki.wireshark.org/DisplayFilters 

 

QUESTION 5

Which technology is the leading industry approach used to automatically enforce NAC? 

A. IGMP 

B. SNMP 

C. 802.1X 

D. Port Security 

Correct Answer: C 
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