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QUESTION 1

In a security context, which action can you take to address compliance?

A. Implement rules to prevent a vulnerability

B. Correct or counteract a vulnerability

C. Reduce the severity of a vulnerability

D. Follow directions from the security appliance manufacturer to remediate a vulnerability

Correct Answer: A

QUESTION 2

What is the effect of the ip scp server enable command?

A. It allows the router to initiate requests to an SCP server

B. It references an access list that allows specific SCP servers
C. It adds SCP to the list of allowed copy functions

D. It allows the router to become an SCP server

Correct Answer: D

QUESTION 3

Which product can be used to provide application layer protection for TCP port 25 traffic?
A. ESA

B. CWS

C. WSA

D. ASA

Correct Answer: A

QUESTION 4
Which standard is a hybrid protocol that uses Oakley and Skeme key exchanges in an ISAKMP framework?
A. IPSec

B. SHA
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C.DES

D. IKE

Correct Answer: D

The Oakley Key Determination Protocol is a key-agreement protocol that allows authenticated parties to exchange
keying material across an insecure connection using the Diffieellman key exchange algorithm. The protocol was
proposed by Hilarie K. Orman in 1998, and formed the basis for the more widely used Internet key exchange protocol
Source: https://en.wikipedia.org/wiki/Oakley _protocol IKE (Internet Key Exchange) A key management protocol
standard that is used in conjunction with the IPSec standard. IPSec is an IP security feature that provides robust
authentication and encryption of IP packets. IPSec can be configured without IKE, but IKE enhances IPSec by providing
additional features, flexibility, and ease of configuration for the IPSec standard. IKE is a hybrid protocol that implements
the Oakley key exchange and Skeme key exchange inside of the Internet Security Association and Key Management

Protocol (ISAKMP) framework. ISAKMP, Oakley, and Skeme are security protocols implemented by IKE Source:
https://www.symantec.com/security_response/glossary/define.jsp?letter=iandword=ike-internet-key- exchange

QUESTION 5

How does a zone-based firewall implementation handle traffic between Interfaces in the same Zone?

A. traffic between interfaces in the same zone is blocked unless yoc configure the same-security permit command
B. Traffic between interfaces in the same zone is always blocked

C. Traffic between two interfaces in the same zone is allowed by default

D. Traffic between interfaces in the same zone is blocked unless you apply a service policy to the zone pair

Correct Answer: C
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