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QUESTION 1

Which encryption and authentication algorithms does Cisco recommend when deploying a Cisco NGE supported VPN
solution? 

A. AES-GCM and SHA-2 

B. 3DES and DH 

C. AES-CBC and SHA-1 

D. 3DES and SHA-1 

Correct Answer: A 

 

QUESTION 2

Refer to the exhibit. Which technology does this configuration demonstrate? 
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A. AnyConnect SSL over IPv4+IPv6 

B. AnyConnect FlexVPN over IPv4+IPv6 

C. AnyConnect FlexVPN IPv6 over IPv4 

D. AnyConnect SSL IPv6 over IPv4 

Correct Answer: B 

FlexVPN use IPSec/IKEv2, SSL use TLS "vpn-tunnel-protocol ikev2 ssl-client\\' is part of FlexVPN configuration ...the
configuration for SSL would be "vpn-tunnel-protocol ssl-client"
http://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/115735-acssl-ipconfig-00.html 
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QUESTION 3

What are the three primary components of a GET VPN network? (Choose three.) 

A. Group Domain of Interpretation protocol 

B. Simple Network Management Protocol 

C. server load balancer 

D. accounting server 

E. group member 

F. key server 

Correct Answer: AEF 

 

QUESTION 4

Which two parameters are configured within an IKEv2 proposal on an IOS router? (Choose two.) 

A. authentication 

B. encryption 

C. integrity 

D. lifetime 

Correct Answer: BC 

 

QUESTION 5

Which two GDOI encryption keys are used within a GET VPN network? (Choose two.) 

A. key encryption key 

B. group encryption key 

C. user encryption key 

D. traffic encryption key 

Correct Answer: AD 
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