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QUESTION 1

Which protocol must be enabled on the inside interface to use cluster encryption in SSL VPN load balancing? 

A. TLS 

B. DTLS 

C. IKEv2 

D. ISAKMP 

Correct Answer: D 

 

QUESTION 2

Refer to the exhibit. An engineer is troubleshooting this configuration. Why is the VPN tunnel not functioning? 
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A. AES 256 can\\'t be used with IKEv1 

B. IKEv1 is not enabled 

C. The IKEv1 policy number should be at least 256 

D. There should be route for the 10.8.8.0/24 network configured 
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Correct Answer: B 

 

QUESTION 3

Which IKEv2 feature minimizes the configuration of a FlexVPN on Cisco IOS devices? 

A. IKEv2 Suite-B 

B. IKEv2 proposals 

C. IKEv2 profiles 

D. IKEv2 Smart Defaults 

Correct Answer: D 

 

QUESTION 4

Which statement about the hub in a DMVPN configuration with iBGP is true? 

A. It must be a route reflector client. 

B. It must redistribute EIGRP from the spokes. 

C. It must be in a different AS. 

D. It must be a route reflector. 

Correct Answer: D 

 

QUESTION 5

Which two descriptions of the characteristics of Cisco GET VPN are true? (Choose two.) 

A. provides a tunelless transport mechanism 

B. encrypts the data payload and IP header of a packet 

C. requires that GRE tunnels exist between participating routers 

D. uses a common set of traffic encryption keys shared by group members 

E. uses VTIs to establish Ipsec tunnels 

Correct Answer: AD 

Reference: https://www.cisco.com/c/en/us/products/collateral/security/group-encrypted-transport-
vpn/deployment_guide_c07_554713.pdf 
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