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QUESTION 1

Which two statements are true when designing a SSL VPN solution using Cisco AnyConnect? (Choose two.) 

A. The VPN server must have a self-signed certificate. 

B. A SSL group pre-shared key must be configured on the server. 

C. Server side certificate is optional if using AAA for client authentication. 

D. The VPN IP address pool can overlap with the rest of the LAN networks. 

E. DTLS can be enabled for better performance. 

Correct Answer: DE 

 

QUESTION 2

Refer to the exhibit. Which statement about the given IKE policy is true? 

A. The tunnel will be valid for 2 days, 88 minutes, and 00 seconds. 

B. It will use encrypted nonces for authentication. 

C. It has a keepalive of 60 minutes, checking every 5 minutes. 

D. It uses a 56-bit encryption algorithm. 

Correct Answer: B 

 

QUESTION 3

Which two option are features of CISCO GET VPN? (choose two) 

A. uses public internet 

B. use mGRE 

C. provides point-to-point IPsec SA 

D. provides encryption for MPLS 
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E. allows for optimal routing 

Correct Answer: DE 

 

QUESTION 4

In a new DMVPN deployment, phase 1 completes successfully. However, phase2 experiences issues. Which
troubleshooting step is valid in this situation? 

A. Temporarily remove encryption to check if the GRE tunnel is working. 

B. Verify IP routing between the external IPs of the two peers is correct. 

C. Remove NHRP configuration and reset the tunnels. 

D. Ensure that the nodes use the same authentication method. 

Correct Answer: A 

 

QUESTION 5

Which command identifies an AnyConnect profile that was uploaded to the router flash? 

A. crypto vpn anyconnect profile SSL_profile flash:simos-profile.xml 

B. svc import profile SSL_profile flash:simos-profile.xml 

C. anyconnect profile SSL_profile flash:simos-profile.xml 

D. webvpn import profile SSL_profile flash:simos-profile.xml 

Correct Answer: A 
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