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QUESTION 1

Which of the following attacks allows an attacker to access restricted directories, including application source code,
configuration and critical system files, and to execute commands outside of the web server\\'s root directory? 

A. Parameter/form tampering 

B. Unvalidated input 

C. Directory traversal 

D. Security misconfiguration 

Correct Answer: C 

 

QUESTION 2

UEFI is a specification that defines a software interface between an OS and platform firmware. Where does this
interface store information about files present on a disk? 

A. BIOS-MBR 

B. GUID Partition Table (GPT) 

C. Master Boot Record (MBR) 

D. BIOS Parameter Block 

Correct Answer: B 

 

QUESTION 3

You have been given the task to investigate web attacks on a Windows-based server. Which of the following commands
will you use to look at the sessions the machine has opened with other systems? 

A. Net sessions 

B. Net config 

C. Net share 

D. Net use 

Correct Answer: D 

 

QUESTION 4

While looking through the IIS log file of a web server, you find the following entries: 
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What is evident from this log file? 

A. Web bugs 

B. Cross site scripting 

C. Hidden fields 

D. SQL injection is possible 

Correct Answer: D 

 

QUESTION 5

In the following email header, where did the email first originate from? 

A. Somedomain.com 

B. Smtp1.somedomain.com 

C. Simon1.state.ok.gov.us 

D. David1.state.ok.gov.us 

Correct Answer: C 
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