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QUESTION 1

Injection flaws are web application vulnerabilities that allow untrusted data to be Interpreted and executed as part of a
command or query. Attackers exploit injection flaws by constructing malicious commands or queries that result in data
loss or corruption, lack of accountability, or denial of access. Which of the following injection flaws involves the injection
of malicious code through a web application?

A. SQL Injection

B. Password brute force

C. Nmap Scanning

D. Footprinting

Correct Answer: A

QUESTION 2

Hard disk data addressing is a method of allotting addresses to each of data on a hard disk
A. Physical block

B. Logical block

C. Operating system block

D. Hard disk block

Correct Answer: A

QUESTION 3

A rogue/unauthorized access point is one that Is not authorized for operation by a particular firm or network
A. True

B. False

Correct Answer: A

QUESTION 4
What is the First Step required in preparing a computer for forensics investigation?
A. Do not turn the computer off or on, run any programs, or attempt to access data on a computer

B. Secure any relevant media
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C. Suspend automated document destruction and recycling policies that may pertain to any relevant media or users at
Issue

D. Identify the type of data you are seeking, the Information you are looking for, and the urgency level of the
examination

Correct Answer: A

QUESTION 5

Attackers can manipulate variables that reference files with "dot-dot-slash (./)" sequences and their
variations such as http://www.juggyDoy.corn/GET/process.php./././.1.1.1.1.].letc/passwd.

Identify the attack referred.

A. Directory traversal

B. SQL Injection

C. XSS attack

D. File injection

Correct Answer: A
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