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QUESTION 1

Data files from original evidence should be used for forensics analysis 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 2

Who is responsible for the following tasks? 

A. Non-Laboratory Staff 

B. System administrators 

C. Local managers or other non-forensic staff 

D. Lawyers 

Correct Answer: A 

 

QUESTION 3

Hard disk data addressing is a method of allotting addresses to each ___________of data on a hard disk 

A. Physical block 

B. Logical block 

C. Operating system block 

D. Hard disk block 

Correct Answer: A 

 

QUESTION 4

The IIS log file format is a fixed (cannot be customized) ASCII text-based format. The IIS format includes basic items,
such as client IP address, user name, date and time, service and instance, server name and IP address, request type,
target of operation, etc. Identify the service status code from the following IIS log. 

192.168.100.150, -, 03/6/11, 8:45:30, W3SVC2, SERVER, 172.15.10.30, 4210, 125, 3524, 100, 0, GET, / dollerlogo.gif, 

A. W3SVC2 

B. 4210 
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C. 3524 

D. 100 

Correct Answer: D 

 

QUESTION 5

Which of the following password cracking techniques works like a dictionary attack, but adds some numbers and
symbols to the words from the dictionary and tries to crack the password? 

A. Brute forcing attack 

B. Hybrid attack 

C. Syllable attack 

D. Rule-based attack 

Correct Answer: B 
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