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QUESTION 1

Bill has successfully executed a buffer overflow against a Windows IIS web server. He has been able to spawn an
interactive shell and plans to deface the main web page. He first attempts to use the "Echo" command to simply
overwrite index.html and remains unsuccessful. He then attempts to delete the page and achieves no progress. Finally,
he tries to overwrite it with another page again in vain. 

What is the probable cause of Bill\\'s problem? 

A. The system is a honeypot. 

B. There is a problem with the shell and he needs to run the attack again. 

C. You cannot use a buffer overflow to deface a web page. 

D. The HTML file has permissions of ready only. 

Correct Answer: D 

 

QUESTION 2

Jacob is looking through a traffic log that was captured using Wireshark. Jacob has come across what appears to be
SYN requests to an internal computer from a spoofed IP address. 

What is Jacob seeing here? 

A. Jacob is seeing a Smurf attack. 

B. Jacob is seeing a SYN flood. 

C. He is seeing a SYN/ACK attack. 

D. He has found evidence of an ACK flood. 

Correct Answer: B 

 

QUESTION 3

If an attacker\\'s computer sends an IPID of 24333 to a zombie (Idle Scanning) computer on a closed port, what will be
the response? 

A. The zombie computer will respond with an IPID of 24334. 

B. The zombie computer will respond with an IPID of 24333. 

C. The zombie computer will not send a response. 

D. The zombie computer will respond with an IPID of 24335. 

Correct Answer: A 
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QUESTION 4

An attacker gains access to a Web server\\'s database and display the contents of the table that holds all of the names,
passwords, and other user information. The attacker did this by entering information into the Web site\\'s user login page
that the software\\'s designers did not expect to be entered. This is an example of what kind of software design
problem? 

A. Insufficient security management 

B. Insufficient database hardening 

C. Insufficient exception handling 

D. Insufficient input validation 

Correct Answer: D 

 

QUESTION 5

Which of the following statements best describes the term Vulnerability? 

A. A weakness or error that can lead to a compromise 

B. An agent that has the potential to take advantage of a weakness 

C. An action or event that might prejudice security 

D. The loss potential of a threat. 

Correct Answer: A 
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