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QUESTION 1

Every company needs a formal written document which spells out to employees precisely what they are allowed to use
the company\\'s systems for, what is prohibited, and what will happen to them if they break the rules. Two printed copies
of the policy should be given to every employee as soon as possible after they join the organization. The employee
should be asked to sign one copy, which should be safely filed by the company. No one should be allowed to use the
company\\'s computer systems until they have signed the policy in acceptance of its terms. 

What is this document called? 

A. Information Audit Policy (IAP) 

B. Information Security Policy (ISP) 

C. Penetration Testing Policy (PTP) 

D. Company Compliance Policy (CCP) 

Correct Answer: B 

 

QUESTION 2

A circuit level gateway works at which of the following layers of the OSI Model? 

A. Layer 5 - Application 

B. Layer 4 - TCP 

C. Layer 3 - Internet protocol 

D. Layer 2 - Data link 

Correct Answer: B 

 

QUESTION 3

Eve decides to get her hands dirty and tries out a Denial of Service attack that is relatively new to her. This time she
envisages using a different kind of method to attack Brownies Inc. Eve tries to forge the packets and uses the broadcast
address. She launches an attack similar to that of fraggle. 

What is the technique that Eve used in the case above? 

A. Smurf 

B. Bubonic 

C. SYN Flood 

D. Ping of Death 

Correct Answer: A 
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QUESTION 4

Which of the following network attacks relies on sending an abnormally large packet size that exceeds TCP/IP
specifications? 

A. Ping of death 

B. SYN flooding 

C. TCP hijacking 

D. Smurf attack 

Correct Answer: A 

 

QUESTION 5

What is the best means of prevention against viruses? 

A. Assign read only permission to all files on your system. 

B. Remove any external devices such as floppy and USB connectors. 

C. Install a rootkit detection tool. 

D. Install and update anti-virus scanner. 

Correct Answer: D 
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