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QUESTION 1

Rebecca has noted multiple entries in her logs about users attempting to connect on ports that are either not opened or
ports that are not for public usage. 

How can she restrict this type of abuse by limiting access to only specific IP addresses that are trusted by using one of
the built-in Linux Operating System tools? 

A. Ensure all files have at least a 755 or more restrictive permissions. 

B. Configure rules using ipchains. 

C. Configure and enable portsentry on his server. 

D. Install an intrusion detection system on her computer such as Snort. 

Correct Answer: B 

 

QUESTION 2

If an attacker\\'s computer sends an IPID of 31400 to a zombie (Idle Scanning) computer on an open port, what will be
the response? 

A. 31400 

B. 31402 

C. The zombie will not send a response 

D. 31401 

Correct Answer: B 

 

QUESTION 3

A covert channel is a channel that 

A. transfers information over,within a computer system,or network that is outside of the security policy. 

B. transfers information over,within a computer system,or network that is within the security policy. 

C. transfers information via a communication path within a computer system,or network for transfer of data. 

D. transfers information over,within a computer system,or network that is encrypted. 

Correct Answer: A 

 

QUESTION 4
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One way to defeat a multi-level security solution is to leak data via 

A. a bypass regulator. 

B. steganography. 

C. a covert channel. 

D. asymmetric routing. 

Correct Answer: C 

 

QUESTION 5

Which of the following resources does NMAP need to be used as a basic vulnerability scanner covering several vectors
like SMB, HTTP and FTP? 

A. Metasploit scripting engine 

B. Nessus scripting engine 

C. NMAP scripting engine 

D. SAINT scripting engine 

Correct Answer: C 
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