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QUESTION 1

Which configuration step can be used to prevent or block a wired or wireless client from accessing the management
interface on a controller (from the wireless client dynamic interface or VLAN) to ensure that only authorized clients gain
access to the management interface?

A. Configure the AAA policy with a network management username and password.

B. Configure a preauthentication ACL on the WLC.

C. Configure a Layer 2 ACL with a firewall at the core switch.

D. Configure a CPU ACL.

Correct Answer: D

QUESTION 2

A customer deploys a new WLAN that has 60 APs and 10 SSIDs. The customer uses a 40-MHz channel design for a
5-GHz WLAN that supports 10 nonoverlapping channels. The customer uses a mandatory Basic rate of 12 Mbps on the
5GHz WLAN and 6 Mbps on the 2.4-GHz WLAN. After the deployment, the customer discovers that the 2.40-GHz
frequency band is almost completely unusable and that the 5-GHz frequency is degraded.

Which two options are possible ways to resolve the issues? (Choose two.)

A. Change Channel Width to 20 MHz for the 5-GHz radio.

B. Reduce the number of SSIDs to four or less.

C. Increase the Beacon interval from 100 to 200 ms.

D. Decrease the Beacon interval from 100 to 50 ms.

E. Set the mandatory Basic rate to 18 Mbps on 5 GHz and 24 Mbps on 2.4 GHz for the RF profile.

Correct Answer: AB

QUESTION 3

You have deployed a Cisco ISE deployment that controls wireless access. RFC 3576 is allowed for all of the PSNs.
Which two events can occur without the PSNs issuing a CoA? (Choose two.)

A. An endpoint is deleted and removed from the network.
B. An endpoint is created through the Guest Device Registration flow.
C. An endpoint is profiled for the first time.

D. An endpoint is discovered as wireless.
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E. An endpoint is assigned to an endpoint profiling statically, which is associated to a logical profile.

Correct Answer: CE

QUESTION 4

802.11k and 802.llk-enabled client devices send a request for a list of neighbor Aps (a neighbor list) from the APs they
are currently associated with What is this 802.11 management frame also known as?

A. Association packet

B. Beacon frame

C. Action frame

D. Reassociation response.

Correct Answer: C
http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/5700/software/release/i

0s_xe_33/11rkw_DeploymentGuide/b_802pointl1lrkw_deployment_guide_cisco_ios_xe_rel ease33/
b_802pointllrkw_deployment_guide_cisco_ios_xe_release33_chapter_010.html

QUESTION 5

Which statement about Wired Guest Access is true?

A. The wired guest traffic terminates only on the anchor Cisco WLC

B. Wired Guest Access is not supported in the Cisco 5760 WLC.

C. The Cisco 5760 WLC supports Wired Guest Access only in conjunction with the converged access switches.
D. The guest traffic can terminate on the foreigh WLC, but egress interface must be defined on the guest SSID.

Correct Answer: A
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