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QUESTION 1

Which vulnerability assessment phase describes the scope of the assessment, identifies and ranks the critical assets,
and creates proper information protection procedures such as effective planning, scheduling, coordination, and
logistics? 

A. Threat-Assessment Phase 

B. Pre-Assessment Phase 

C. Assessment Phase 

D. Post-Assessment Phase 

Correct Answer: B 

 

QUESTION 2

Which one of the following acts related to the information security in the US fix the responsibility of management for
establishing and maintaining an adequate internal control structure and procedures for financial reporting? 

A. California SB 1386 

B. Sarbanes-Oxley 2002 

C. Gramm-Leach-Bliley Act (GLBA) 

D. USA Patriot Act 2001 

Correct Answer: B 

 

QUESTION 3

Which type of security policy applies to the below configuration? i)Provides maximum security while allowing known, but
necessary, dangers ii)All services are blocked; nothing is allowed iii)Safe and necessary services are enabled
individually iv)Non-essential services and procedures that cannot be made safe are NOT allowed v)Everything is
logged 
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A. Paranoid Policy 

B. Prudent Policy 

C. Permissive Policy 

D. Promiscuous Policy 

Correct Answer: B 

 

QUESTION 4

Which of the following password hashing algorithms is used in the NTLMv2 authentication mechanism? 

A. AES 

B. DES (ECB mode) 

C. MD5 

D. RC5 

Correct Answer: C 

 

QUESTION 5

What threat categories should you use to prioritize vulnerabilities detected in the pen testing report? 

A. 1, 2, 3, 4, 5 

B. Low, medium, high, serious, critical 

C. Urgent, dispute, action, zero, low 
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D. A, b, c, d, e 

Correct Answer: B 
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