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QUESTION 1

Which Cisco SFR feature license is needed to allow a high school security administration to implement a policy to allow
student access to only high-reputation websites? 

A. AVC 

B. Botnet Traffic Filtering 

C. URL 

D. NGIPS 

E. AMP 

Correct Answer: C 

 

QUESTION 2

Which three action ranges are in the NG IPS profile? (Choose three.) 

A. block only 

B. block and monitor 

C. block and do not monitor 

D. allow only 

E. allow and monitor 

F. allow and do not monitor 

Correct Answer: BEF 

 

QUESTION 3

Which threat score rating is the default value that identifies malware? 

A. greater than or equal to 80 

B. greater than or equal to 76 

C. greater than or equal to 75 

D. greater than or equal to 85 

Correct Answer: B 
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QUESTION 4

Which statement describes what happens during a file-disposition check for malware? 

A. The managed device extracts the pieces of file from the data stream, calculates a hash on each piece, and forwards
each piece to the cloud for checking. If all pieces are clean, the original file is forwarded to the destination. 

B. The managed device extracts all pieces of a file before calculating a hash on the complete file. Each piece is
forwarded to the destination with the final piece being released if the entire file is deemed clean. 

C. The managed device extracts all pieces of a file before calculating a hash on the complete file. If the entire file is
deemed clean, it is forwarded to the destination. 

D. The managed device extracts the pieces of file from the data stream, calculates a hash on each piece, and forwards
each piece to the cloud for checking. All pieces are also forwarded to the destination with the last piece being forwarded
if it is deemed clean. 

Correct Answer: B 

 

QUESTION 5

A file-type embedded attack is an example of which IoC event category? 

A. security intelligence 

B. IPS 

C. malware 

D. firewall 

Correct Answer: C 
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