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QUESTION 1

Which statement accurately describes web authentication for secure guest access? 

A. With central web authentication, the WLAN controller serves the web portal. 

B. With central web authentication, Cisco ISE serves the web portal. 

C. With central web authentication, the WLAN controller sends the username and password to Cisco ISE for
authentication. 

D. With central web authentication, the WLAN access point sends the username and password to Cisco ISE for
authentication. 

E. With local web authentication, the username and password are checked at the WLAN access point. 

Correct Answer: B 

 

QUESTION 2

Which three are features of an intrusion prevention system? (Choose three.) 

A. Attack obfuscation 

B. Detection of behavioral anomalies 

C. Detection of protocol anomalies 

D. Flexible content filtering 

E. Forensic capturing 

F. VPN termination 

Correct Answer: BCE 

 

 

QUESTION 3

A. DV increases the complexity of administration. 

B. DV simplifies BYOD deployment. 

C. DV cannot prevent end users from uploading potentially malicious data to the system. 

D. DV can prevent end users from downloading confidential data. 

Correct Answer: D 
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QUESTION 4

Which two options show the correct associations of use cases with VPN technologies? (Choose two.) 

A. SP or large enterprise: MPLS, VPLS, SSL VPN 

B. SP or large enterprise: MPLS, VPLS, OTV 

C. Site-to-site VPN: GRE, DMVPN, FlexVPN, GET-VPN, IPsec 

D. Site-to-site VPN: OTV, DMVPN, GRE, GET-VPN, IPsec 

E. Client access: SSL VPN, EZ-VPN, FlexVPN, MPLS 

Correct Answer: BC 

 

QUESTION 5

Which statement about 802.1X is true? 

A. MAB allows clients that do not support 802.1X to be authenticated based on their MAC address. 

B. MDA does not allow multiple clients to be independently authenticated at the same switch port if they are in different
domains, or VLANs. 

C. EAP-TLS requires a client certificate. 

D. PEAP-MSCHAPv2 requires a client certificate. 

Correct Answer: A 
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