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QUESTION 1

Which of these products is the best choice to prevent undesired content from being sent through a guest connection? 

A. Cisco ISR G2 or Cisco ASA and ScanSafe 

B. Host IPS via Cisco ISE posture 

C. IPS 

D. Personal firewall via ISE posture 

Correct Answer: A 

 

 

QUESTION 2

Which statement best describes Cisco ScanSafe? 

A. ScanSafe is a centralized software-based web proxy that runs in the customer data center. 

B. ScanSafe is a cloud-based web security service that provides web filtering and web security. 

C. ScanSafe is a service that runs on the Cisco ASA CX. 

D. ScanSafe consists of a server and a client component; the server component is implemented in the data center, and
the client component is part of the Cisco AnyConnect client. 

Correct Answer: B 

 

 

QUESTION 3

The Cisco SecureX Architecture is built on which three foundational principles? (Choose three.) 

A. Context-aware policy 

B. Virtual office management 

C. Network management 

D. Content access control 

E. Context-aware security enforcement 

F. Network and global intelligence 

Correct Answer: AEF 
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QUESTION 4

Which two features are available with Cisco Secure ACS? (Choose two.) 

A. Authorization based on identity and time 

B. Guest access services, including user account delivery via print, email, or SMS 

C. Authorization based on identity and access type 

D. Accounting 

E. MAC-based authorization 

Correct Answer: AC 

 

 

QUESTION 5

Which two attacks target the data link layer in a switched environment? (Choose two.) 

A. VLAN attacks 

B. IP source routing 

C. MAC address floods 

D. DHCP-based IP redirection attacks 

E. Spanning-tree attacks 

Correct Answer: CE 
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