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QUESTION 1

A Cisco ASA appliance running software version 8.4.1 has an active botnet traffic filter license with 1 month left on the
time-based license. Which option describes the result if a new botnet traffic filter with a 1 year time-based license is
activated also?

A. The time-based license for the botnet traffic filter is valid only for another month.

B. The time-based license for the botnet traffic filter is valid for another 12 months.

C. The time-based license for the botnet traffic filter is valid for another 13 months.

D. The new 1 year time-based license for the botnet traffic filter cannot be activated until the current botnet traffic filter
license expires in a month.

Correct Answer: C
http://www.cisco.com/en/US/prod/collateral/vpndevc/ps6032/ps6094/ps6120/product_bulletin_c 25-593781.html

Time-based license stacking: Customers can extend time-based licenses such as Botnet Traffic Filter and SSL VPN
Burst by applying multiple licenses.

QUESTION 2

With Cisco ASA active/standby failover, by default, how many monitored interface failures will cause failover to occur?
Al

B.2

C.3

D.4

E.5

Correct Answer: A
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Table 11-2 Failover Behavior for Active/Active Failover

Active Standby
Group Group
Failure Event Policy |Action Action Notes
Aunit ezperiences | Failoves | Become Become When a unt in a failover pair fails, any
apowerar standhy active active failover groups on that unit are
software failure M_arl-: as Mk sctive marked as_falled and becorme active on
failed s e the peer unit.
Interface failure on | Failove- | Mark active | Become Mone.
active feilover group as activze
group above failed
threshold Q
Interface failure on | Mo Mo action Mark enllhe standby failover group is
standby failover failover standby ed as failed, then the active
group above group ver grodp will not atternpt to fail
threshold failed over, even if the interface failure
threshold is surpassed.
Formerly active Mo Linless corfigured with the preempt
failover graup failower command, the failover groups remain
recovers active on their current unit.
Failaver link failed |Mo Become Ifthe failover link is down at stadup,
at startup failove active both failover groups on both units will
become acdive.
Stateful Failover Mo action Mo action State information will become out of
link failed date, and sessions will e terminated if
a failover ocours.
Failoverlink failed |Mo nia n/a Each unit marks the failover inteface
during operation failover as failed. ¥ou should restore the
failover link as soon as possible
because the unit cannot fail over to the
standby unt while the failover link is
down.
QUESTION 3

When configuring security contexts on the Cisco ASA, which three resource class limits can be set using a rate limit?
(Choose three.)

A. address translation rate
B. Cisco ASDM session rate
C. connections rate

D. MAC-address learning rate (when in transparent mode)
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E. syslog messages rate
F. stateful packet inspections rate
Correct Answer: CEF

http://www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/mngcntxt.html#wpl111 Table 6-1 lists the
resource types and the limits. See also the show resource types command.

QUESTION 4

In the default global policy, which traffic is matched for inspections by default?
A. match any

B. match default-inspection-traffic

C. match access-list

D. match port

E. match class-default

Correct Answer: B

http:/iwww.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/inspect.html#wp13836 Default Inspection
Policy

By default, the configuration includes a policy that matches all default application inspection traffic and applies
inspection to the traffic on all interfaces (a global policy). Default application inspection traffic includes traffic to the
default ports for each protocol. You can only apply one global policy, so if you want to alter the global policy, for
example, to apply inspection to non- standard ports, or to add inspections that are not enabled by default, you need to
either edit the default policy or disable it and apply a new one.

QUESTION 5

Refer to the Exhibit.

Which statement about the NAT/PAT configuration is true?

A. Dynamic PAT is used for any traffic that is sourced from the dmz_emailserver to the outside
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B. Dynamic PAT is used for any traffic that is sourced from any host on the inside network to the outside
C. Static NAT is used for any traffic that is sourced from the dmz_emailserver to the outside

D. Static PAT is used for any traffic that is sourced from the dmz_emailserver to the outside

E. Dynamic NAT is used for any traffic that is sourced from the dmz_emailserver to the outside

F. Dynamic NAT is used for any traffic that is sourced from and host on the guest-network to the outside

Correct Answer: B
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