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QUESTION 1

Refer to the exhibit. 

When the user "contractor" Cisco AnyConnect tunnel is established, what type of Cisco ASA user restrictions are
applied to the tunnel? 

A. full restrictions (no Cisco ASDM, no CLI, no console access) 

B. full restrictions (no read, no write, no execute permissions) 

C. full restrictions (CLI show commands and Cisco ASDM monitoring permissions only) 

D. full access with no restrictions 

Correct Answer: D 

 

QUESTION 2

Refer to the exhibit. 
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A NOC engineer needs to tune some prelogin parameters on an SSL VPN tunnel. 

From the information that is shown, where should the engineer navigate to find the prelogin session attributes? 

A. "engineering" Group Policy 

B. "contractor" Connection Profile 

C. "engineer1" AAA/Local Users 

D. DfltGrpPolicy Group Policy 

Correct Answer: B 

http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect30/administration/
guide/ac05hostscanposture.html#wp1039696 

 

QUESTION 3

Refer to the exhibit. 
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When an SSL VPN user, contractor1, enters https://192.168.4.2 (the outside address of the Cisco ASA appliance) into
the browser, an SSL VPN Login screen appears. 

In addition to the information that is contained in the Cisco ASDM configuration screens, what can an administrator
determine about the state of the connection after the user clicks the Login button? 

A. The user login will succeed, and an IP address of 10.0.4.120 will be assigned. 

B. The user will be presented with a clientless VPN portal page. 

C. The user login will succeed, but the user will be connected to the "contractor" tunnel group. 

D. The login will fail. 

Correct Answer: D 
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QUESTION 4

After adding a remote-access IPsec tunnel via the VPN wizard, an administrator needs to tune the IPsec policy
parameters. Where is the correct place to tune the IPsec policy parameters in Cisco ASDM? 

A. IPsec user profile 

B. Crypto Map 

C. Group Policy 

D. IPsec Policy 

E. IKE Policy 

Correct Answer: B 

 

QUESTION 5

Refer to the exhibit. 

A network administrator is duplicating a VPN client profile to send out to all members of the finance group. Three
parameters might have been configured incorrectly. For each three letters, choose the correct answer. (Choose three.) 

A. A-Remote Client IP Address 

B. A-ASA Outside Interface IP Address 

C. B-Pre-Shared Keys Authentication Type 

D. B-Digital Certificate Authentication Type 

E. C-Save Password enabled 
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F. C-Save Password disabled 

Correct Answer: BCE 

http://www.cisco.com/en/US/docs/security/vpn_client/cisco_vpn_client/vpn_client500_501/administratio
n/5vcAch5.html#wpmkr1201344 
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