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QUESTION 1

Refer to the exhibit.

B Real-Time Log Yiewer - 192.168.4.2
File Tools Window Help

b Resume | B Copy (o 5ave Ty clear | [ Color Settings | ) Create Rule ) show Rule || @ shaw Detals| 2 Hep

Filter B :| W | 38s Filbe Showeall | Find: |
ilker By ﬂ%_ ter 8 in .
rk Descripkion

D@P: User conkractorl, Addr 172.26.26,30, Connection AnyConneck: The Followg‘gcords were selected For this connection: DAtACccessPalicy ~

Group <new_hire= User <conkractorl = IP <172, 26.26,30= TCP SYC con?stablished without compression
Group <new_hire> User <contrackorl = IP <172,26.26,30 Firsk TCR.SY nection established for SYC session,
IPAA: Client requested address 10.0.4, 120, reg ded
Device completed 551 handshake with client outside: 172,26, 26 8

" o -

R
$A8R-5-T3T010: IPARL: Client regquested a@?ip—address, regquest —

succeadead

@ Emergencies @ Alerts @ Critical & Errors 8 Warnings  w Motifications i Informational o Debugging

After being with the company for more than six months, Sue is no longer considered a new hire employee. In converting
her from a new hire to a full-time employee, her SSL VPN address will change from the "Client requested address
10.0.4.120" to a random address from the employee address pool.

To "disable" the 10.0.4.120 IP address, the network administrator should navigate to which Cisco ASDM pane?

A. Connection Profile

B. Group Policies

C. Local Users

D. Address Pools

Correct Answer: C

Users are assigned IP addresses based on the address pool associated with their group. Change group of Sue to use
employee address pool
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Add/Edit Tunnel Group > General > Advanced

The Add or Edit Tunnel Group window, General, Advanced dialog box, lets you configure the following
interface-specific attributes:

» Interface-Specific Authentication Server Groups—Lets yvou configure an interface and server group
for authentication.

— Interface—Lists available interfaces for selection.

r thiz interface.

back to the LOCAL database if the

— Server Group—Lists authentication server groups avai

— Use LOCAL if server group fails—Enables or disab

server group fails.
& , I
— Add—Adds the association between the saleévallahle interface and the authentication
server group to the assigned list.

= Remove—Moves the selected interfac authentication server group association from the
assigned list to the available list.

— Interface/Server Group/Use Fa —Show the selections you have added to the assigned list.

* Interface-Specific Client IP A Pools—-Lets you specify an interface and Client [P address

pool. You can have up to 6
— Interface—Lists éhle interfaces to add.
- Address Pool— address pools available to associate with this interface.

~ Add—Adds the association between the selected available interface and the client IP address
pool to the assigned list.

— Remove—Moves the zelected interface/address pool association from the assigned list 1o the
available list.

— Interface/Address Pool—Shows the selections you have added to the assigned list.

QUESTION 2

Refer to the exhibit.

http://server/homepage/CSCO _WEBVPN _USERNAME html
sshifsshserver/?csco_sso=1

Which two statements are correct regarding these two Cisco ASA clientless SSL VPN bookmarks? (Choose two.)
A. CSCO_WEBVPN_USERNAME is a user attribute.

B. CSCO_WEBVPN_USERNAME is a Cisco predefined variable that is used for macro substitution.

C. The CSCO_WEBVPN_USERNAME variable is enabled by using the Post SSO plug-in.

D. CSCO_SSO is a Cisco predefined variable that is used for macro substitution.

E. The CSCO_SSO=1 parameter enables SSO for the SSH plug-in.

F. The CSCO_SSO variable is enabled by using the Post SSO plug-in.
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LA 4

Correct Answer: BE
http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html
Introduction to URL Variable Substitution:

Your configuration will most likely require personalized resources that contain the username and password, for example,
in URL lists or in group URLs. URL variable substitution lets the remote user enter username and password credentials

once, when initiating the session, then login automatically to internal resources such as

Citrix, OWA, Sharepoint, and the internal portal.

Clientless SSL VPN supports the following macro substitutions:

CSCO_WEBVPN_USERNAME--User login name

CSCO_WEBVPN_PASSWORD--Obtained from user login password
CSCO_WEBVPN_INTERNAL_PASSWORD--Obtained from the Internal password field. You can use this field as
Domain for Single Signon operations.

CSCO_WEBVPN_CONNECTION_PROFILE--User login group drop-down (tunnel group alias)
CSCO_WEBVPN_MACRO1--Set via Radius or LDAP vendor specific attribute CSCO_WEBVPN_MACRO2--Set via
Radius or LDAP vendor specific attribute Each time the security appliance recognizes one of these strings in an end-
user

request, it replaces the string with the user-specific value before passing the request to a remote server.

For example, a URL list that contains the link:

http://someserver/homepage/CSCO_WEBVPN_USERNAME.

Html is translated by the security appliance to the following links for SSL VPN USER1 and USERZ2:

http://someserver/homepage/USER1.html

http://someserver/homepage/USER2.html

QUESTION 3

For clientless SSL VPN users, bookmarks can be assigned to their portal. What are three methods for assigning
bookmarks? (Choose three.)

A. connection profiles

B. group policies

C. XML profiles

D. LDAP or RADIUS attributes
E. the portal customization tool

F. user policies
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Correct Answer: BDF

Create one or more bookmark list entries that specify the URLs of the web-enabled applications eligible for smart tunnel
access, then assign the list to the DAPs, group policies, or local user policies for whom you want to provide smart tunnel
access. e.g.

Dynamic access policies (DAP)

VPN gateways operate in dynamic environments. Multiple variables can affect each VPN connection, for example,
intranet configurations that frequently change, the various roles each user may inhabit within an organization, and logins
from

remote access sites with different configurations and levels of security. The task of authorizing users is much more
complicated in a VPN environment than it is in a network with a static configuration.

Dynamic Access Policies (DAP) on the security appliance let you configure authorization that addresses these many
variables. You create a dynamic access policy by setting a collection of access control attributes that you associate with
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a

specific user tunnel or session. These attributes address issues of multiple group membership and endpoint security.
That is, the security appliance grants access to a particular user for a particular session based on the policies you
define. It

generates a DAP at the time the user connects by selecting and/or aggregating attributes from one or more DAP
records. It selects these DAP records based on the endpoint security information of the remote device and the AAA

authorization information for the authenticated user. It then applies the DAP record to the user tunnel or session.

QUESTION 4

Datagram Transport Layer Security (DTLS) was introduced to solve performance issues. Choose three characteristics
of DTLS. (Choose three.)

A. It uses TLS to negotiate and establish DTLS connections.

B. It uses DTLS to transmit datagrams.

C. Itis disabled by default.

D. It uses TLS for data packet retransmission.

E. It replaces underlying transport layer with UDP 443.

F. It uses TLS to provide low-latency video application tunneling.
Correct Answer: ABE

http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect23/administration/23admin
2.html#wp1029596

Enabling Datagram Transport Layer Security (DTLS) with AnyConnect (SSL) Connections Datagram Transport Layer
Security avoids latency and bandwidth problems associated with some SSL-only connections, including AnyConnect
connections, and improves the performance of real-time applications that are sensitive to packet delays. DTLS is a
standards-based SSL protocol that provides a low-latency data path using UDP. For detailed information about DTLS,
see RFC 4347 (http://www.ietf.org/rfc/rfc4347.txt). Datagram Transport Layer Security (DTLS) allows the AnyConnect
client establishing an SSL VPN connection to use two simultaneous tunnels--an SSL tunnel and a DTLS tunnel. Using
DTLS avoids latency and bandwidth problems associated with some SSL connections and improves the performance of
real-time applications that are sensitive to packet delays. If you do not enable DTLS, AnyConnect/SSL VPN connections
connect with an SSL VPN tunnel only. You cannot enable DTLS globally with ASDM. The following section describes
how to enable DTLS for any specific interface. To enable DTLS for a specific interface, select Configuration > Remote
Access VPN > Network (Client) Access > Advanced > SSL VPN Connection profiles. The SSL VPN Connection Profiles
dialog box opens (Figure 2-3).Figure 2-3 Enable DTLS Check Box
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Configuration > Remote Access YPH > Hetwork (Client) Access > S50 VWPH Connection Profiles O
The security appliance automatically deploys the Cisoo AnyConnect ¥PH Client or legacy S50 YPRH Cient bo remote users Upon

conneztion. The initial client deployment requires end-user adminictr ative richte. The Cisco AnyiZonnect WPM Client supports
the HTTRPSITCP (351 and Datagram Transport Layer Security (DTLS) kunnelng options,

i(More client-related parametars, such as client imagzs and client profiles, can be found at Clienk Setkings.

fccess Interfaces

[+ Erable Cisco &nyConnect ¥PM Client or legacy 551 WPN Client access onthe interfaces s irfehie table below
[nkerface I Allow Access I Require Client Certificate | /

outside ¥ | |

DMz v [ C‘ ’ v

dmz1 | ] ]

inside = | | lF

Access Pork: !443 DTLS Port: I443

o>

Click here ko gssion Certificate bo Interface,

e

Conneckon Profiles

ords that determine connection policies. & record-identifies a

Connection profile (bunnel group) Fable below can
i~ protocol-specific connection paranieters.

defauk group palicy for the connection and

(& Edit | [ Deste

g8 Add

S5L YPH Client Protacal aroup Palicy

Enabled DifltGrpPalicy

mkgroup writerse Enabled DifltGrpPalicy
group Enabled DfltGrpPolicy
Def aultt EENPMHGroup Enabled DFItGrpPolicy
rrlki Enabled DfltGrpPalicy
iy graup Enabled DFltGrpPolicy
mik-r&-graup Enabled DfltGEpPalicy
curcha Enabled DFlECrpMalicy
DefaulkRAGroup Enabled DfltGrpPaolicy j

[+ alow user ko seleck connection, idenitified by alias in the table above; a: login page

Enabling Datagram Transport Layer Security (DTLS) allows the AnyConnect VPN Client establishing an SSL VPN
connection to use two simultaneous tunnels--an SSL tunnel and a DTLS tunnel. Using DTLS avoids latency and
bandwidth problems associated with some SSL connections and improves the performance of realtime applications that
are sensitive to packet delays. If you do not enable DTLS, AnyConnect client users establishing SSL VPN connections
connect with an SSL VPN tunnel only. Fields ?Interface--Displays a list of interfaces on the security appliance. ?DTLS
Enabled--Check to enable DTLS connections with the AnyConnect client on the interfaces. ?UDP Port (default
443)--(Optional) Specify a separate UDP port for DTLS connections.

QUESTION 5

Refer to the exhibit.

|_"ASA-5-?22006: Group (contractor) User (vpnuser) IP (172.16:1.20) Invalid address (0.0.0.0)" assigned to SVC connection.
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While troubleshooting on a remote-access VPN application, a new NOC engineer received the message that is shown.
What is the most likely cause of the problem?

A. The IP address that is assigned to the PC of the VPN user is not within the range of addresses that are assigned to
the SVC connection.

B. The IP address that is assigned to the PC of the VPN user is in use. The remote user needs to select a different host
address within the range.

C. The IP address that is assigned to the PC of the VPN user is in the wrong subnet. The remote user needs to select a
different host number within the correct subnet.

D. The IP address pool for contractors was not applied to their connection profile.
Correct Answer: D
%ASA-5-722006: Group group User user-name IP IP_address Invalid address IP_address assigned to SVC connection.

An invalid address was assigned to the user. Recommended Action Verify and correct the address assignment, if
possible.
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