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QUESTION 1

You have been using pre-shared keys for IKE authentication on your VPN. Your network has grown rapidly, and now
you need to create VPNs with numerous IPsec peers. How can you enable scaling to numerous IPsec peers? 

A. Migrate to external CA-based digital certificate authentication. 

B. Migrate to a load-balancing server. 

C. Migrate to a shared license server. 

D. Migrate from IPsec to SSL VPN client extended authentication. 

Correct Answer: A 

 

QUESTION 2

To enable the Cisco ASA Host Scan with remediation capabilities, an administrator must have which two Cisco ASA
licenses enabled on its security appliance? (Choose two.) 

A. Cisco AnyConnect Premium license 

B. Cisco AnyConnect Essentials license 

C. Cisco AnyConnect Mobile license 

D. Host Scan license 

E. Advanced Endpoint Assessment license 

F. Cisco Security Agent license 

Correct Answer: AE 

 

 

QUESTION 3

Which option limits a clientless SSL VPN user to specific resources upon successful login? 

A. modify the Cisco ASA Modular Policy Framework access control 

B. user-defined bookmarks 

C. RADIUS authorization 

D. disable portal features 

Correct Answer: B 

Effective with Cisco IOS Release 12.4(15)T, users can bookmark URLs while connected through an SSL VPN tunnel.
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Users can access the bookmarked URLs by clicking the URLs. User-level bookmarking is turned by default. There is no
way to turn it off. To set the storage location, administrators can use the user-profile location command. If the user-
profile location command is not configured, the location flash:/webvpn/{context name}/ is used. 

 

QUESTION 4

For clientless SSL VPN users, bookmarks can be assigned to their portal. What are three methods for assigning
bookmarks? (Choose three.) 

A. connection profiles 

B. group policies 

C. XML profiles 

D. LDAP or RADIUS attributes 

E. the portal customization tool 

F. user policies 

Correct Answer: BDF 

Create one or more bookmark list entries that specify the URLs of the web-enabled applications eligible for smart tunnel
access, then assign the list to the DAPs, group policies, or local user policies for whom you want to provide smart tunnel
access. e.g. 
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Dynamic access policies (DAP) 

VPN gateways operate in dynamic environments. Multiple variables can affect each VPN connection, for example,
intranet configurations that frequently change, the various roles each user may inhabit within an organization, and logins
from 

remote access sites with different configurations and levels of security. The task of authorizing users is much more
complicated in a VPN environment than it is in a network with a static configuration. 

Dynamic Access Policies (DAP) on the security appliance let you configure authorization that addresses these many
variables. You create a dynamic access policy by setting a collection of access control attributes that you associate with
a 

specific user tunnel or session. These attributes address issues of multiple group membership and endpoint security.
That is, the security appliance grants access to a particular user for a particular session based on the policies you
define. It 
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generates a DAP at the time the user connects by selecting and/or aggregating attributes from one or more DAP
records. It selects these DAP records based on the endpoint security information of the remote device and the AAA 

authorization information for the authenticated user. It then applies the DAP record to the user tunnel or session. 

 

QUESTION 5

When deploying remote-access IPsec VPN tunnels, what is the key benefit of digital certificates? 

A. resiliency 

B. simplification 

C. scalability 

D. centralization 

Correct Answer: C 
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