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QUESTION 1

Which statement is true regarding Cisco ASA stateful failover? 

A. It is recommended to share the failover link with the inside interface for security purposes. 

B. The failover link is encrypted by default to protect eavesdropping. 

C. VPN users must reauthenticate, even though the connection remains established. 

D. Clientless features, such as smart tunnels and plug-ins, are not supported. 

Correct Answer: D 

 

QUESTION 2

If CRL checking is enabled on the Cisco ASA, where can the Cisco ASA find the CRL? 

A. The Cisco ASA polls the CA for an updated list at a predefined rate. 

B. The CA sends a CRL to the Cisco ASA directly at least once a week. 

C. The CRL distribution point is listed on the identity certificate. 

D. The CRL is sent out-of-band to the administrator at a negotiated rate, typically biweekly. 

E. The CRL distribution point can be configured in the Connection Profile or Group Policy. 

Correct Answer: C 

 

QUESTION 3

You are configuring bookmarks for the clientless SSL VPN portal without the use of plug-ins. 

Which three bookmark types are supported? (Choose three.) 

A. RDP 

B. HTTP 

C. FTP 

D. CIFS 

E. SSH 

F. Telnet 

Correct Answer: BCD 

http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html#w p1227212 
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QUESTION 4

Which two options are correct regarding IKE and IPv6 VPN support on the Cisco ASA using version 8.4? (Choose two.) 

A. The Cisco ASA supports full IKEv2 IPv6 for site-to-site VPNs only. 

B. The Cisco ASA supports full IKEv2 IPv6 for remote-access VPNs. 

C. The Cisco ASA supports IKEv1 and IKEv2 configuration on the same crypto map. 

D. The Cisco ASA supports negotiation of authentication type using IKEv2 with IPv6. 

E. The Cisco ASA supports all types of VPN configurations when using IPv6 

Correct Answer: AC 

http://www.cisco.com/en/US/prod/collateral/vpndevc/ps6032/ps6094/ps6120/product_bulletin_c25- 593781.html 

?IPv6 IPsec Site-to-Site VPN: Customers can now create encrypted IPsec VPN connections over IPv6 networks 

http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/vpn_site2site.html#wp1061313 

For IKEv2, you can configure multiple encryption and authentication types, and multiple integrity algorithms for a single
policy. The ASA orders the settings from the most secure to the least secure and negotiates with the peer using that
order. This allows you to potentially send a single proposal to convey all the allowed transforms instead of the need to
send each allowed combination as with IKEv1. 

 

QUESTION 5

When configuring dead peer detection for remote-access VPN, what does the confidence level parameter represent? 

A. It specifies the number of seconds the adaptive security appliance should allow a peer to idle before beginning
keepalive monitoring. 

B. It specifies the number of seconds to wait between IKE keepalive retries. 

C. The higher the number, the more reliable the link is. 

D. It is determined dynamically based on reliability, uptime, and load. 

Correct Answer: A 
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