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QUESTION 1

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl
that runs Windows Server 2016.

You need to allow network administrators to use Just Enough Administration (JEA) to change the TCP/IP settings on
Serverl. The solution must use the principle of least privilege.

How should you configure the session configuration file?

A. Set RunAsVirtualAccount to $false and set RunAsVirtualAccountGroups to Contoso\Network Configuration
Operators.

B. Set RunAsVirtualAccount to $true and set RunAsVirtualAccountGroups to Contoso\Network Configuration
Operators.

C. Set RunAsVirtualAccount to $false and set RunAsVirtualAccountGroups to Network Configuration Operators.
D. Set RunAsVirtualAccount to $true and set RunAsVirtualAccountGroups to Network Configuration Operators.
Correct Answer: D

References: https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/new-
pssessionconfigurationfile?view=powershell-6

QUESTION 2

You have a Host Guardian Service (HGS) and a guarded host.

You have a VHDX file that contains an image of Windows Server 2016.

You need to provision a virtual machine by using a shielded template.

Which three files should you create? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. a TPM baseline policy file

B. a TPM identifier file

C. a shielding data .pdk file

D. a signature for the .vhdx file

E. an unattended.xml file

Correct Answer: CDE
https://docs.microsoft.com/en-us/windows-server/security/guarded-fabric-shielded-vm/guarded-fabric-create-a-shielded-

vm-template https://docs.microsoft.com/en-us/windows-server/security/guarded-fabric-shielded-vm/guarded-fabrictenant-
creates-shielding-data
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QUESTION 3

Your network contains an Active Directory domain.

Microsoft Advanced Threat Analytics (ATA) is deployed to the domain.

A database administrator named DBAL1 suspects that her user account was compromised.

Which three events can you identify by using ATA? Each correct answer presents a complete solution.

A. Spam messages received by DBAL.

B. Phishing attempts that targeted DBA1

C. The last time DBAL1 experienced a failed logon attempt

D. Domain computers into which DBA1 recently signed.

E. Servers that DBA1 recently accessed.

Correct Answer: CDE

https://docs.microsoft.com/en-us/advanced-threat-analytics/ata-threatsSuspicious authentication failures (Behavioral
brute force)Attackers attempt to use brute force on credentials to compromise accounts.ATA raises an alert when
abnormal failed authentication behavior is detected.Abnormal behaviorLateral movement is a technique often used by
attackers, to move between devices and areas in the victim\\'snetwork to gain access to privileged credentials
orsensitive information of interest to the attacker. ATA is able to detect lateral movement by analyzing thebehavior of
users, devices and their relationship inside thecorporate network, and detect on any abnormal access patterns which

may indicate a lateral movementperformed by an attacker. https://gallery.technet.microsoft.com/ATA-Playbook-
ef0a8e38/view/ReviewsATA Suspicious Activity Playbook Page 35 Action: Attempt to authenticate to DC1

QUESTION 4

Your network contains an Active Directory domain named contoso.com.

You download Microsoft Security Compliance Toolkit 1.0 and all the security baselines.

You need to deploy one of the security baselines to all the computers in an organizational unit (OU) named OUL1.
What should you do?

A. Run 1gpo.exe and specify the /g parameter. From Policy Analyzer, click Add.

B. From Group Policy Management, create and link a Group Policy object (GPO). Select the GPO and run the Import
Settings Wizard.

C. From Group Policy Management, click Group Policy Objects, and then click Manage Backups...

D. From Group Policy Management, create and link a Group Policy object (GPO). Run 1gpo.exe and specify the /g
parameter.

Correct Answer: B
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https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/distribute-certificates-to-client-computers-by-
using-group-policy

QUESTION 5
Your network contains two Active Directory forests named adatum.com and priv.adatum.com.

You deploy Microsoft Identity Manager (MIM) 2016 to the priv.adatum.com domain, and you implement Privileged
Access Management (PAM).

You create a PAM role named Groupl as shown in the following exhibit.

PYELEL
: Groupl

: 01:00:00

Available From

Available To Pl

MFA Enabled : False

Approval Enabled : False

Availabi 11ty Window Enabled : False

Approvers {)

Candrdates : {SourceAccount:Userl, Sourceinnsrsi: Adatum, com,
Sour ceAccountSID:S5-1-5-21-2:54109968-2167380517-3067058946-2105,
Sour ceflesourcelD: 7edc20c5-a99c-4af0-975c-1b6c55247 3F5;
Sour cePhoneNumber : , 1Sorceimal 1Address:, PrivAccount :PRIV.Userl,
PrivUserPrincipalNates PRIV.Userl®Priv. Adatum.com, PrivPINCode:,
PrivAccountSID:543~5-21-3707602553-2216980630-2518507001-2606,
Sour ceResour ceZb:08c9f233-2367-4bb7-b8fb-feSa3bbdalac,
IsEnable:Trie, SOurceAccount:User3, SourceDomain: Adatum.com,
Sour ceACcountSI0:5-1-5-21-4254109968-2167380517-3067058946-2107,
SourceRespurcelD:5074c824-0da3-4fed-bbl1-b3abli4ec2be;
SourgePhoneNumber :, SourceEmai1Address:, PrivAccount :PRIV.User 3,
ProviserPrincipalName: PRIV.User3@Priv. Adatum.com, PrivPINCode:,
ArvvAccountSID:S-1-5-21-3707602553-2216980630-2518507001-2608,
Sour ceResourcelD:7a958¢cd8-1c09-431e-bf01-fdb071b90d4f, IsEnable:Truel

Privileges : {SourceAccountName :Groupl; '
sour ceAccountSID:5-1-5-21-4254109968-2167 3B0517 - 306705 8946-2104;
Sour ceDomain:Adatum. com PrivAccountName :ADATUM, Groupl:
PrivAccountSID:S 1~5-¢'1-5:'[}.-'602553-??1f:‘iﬂi.'}b%ﬂ-;".‘le-SU'—'OO‘l-.'-‘EQE-;
Pru-.rfrnupRemurr_eId:b,-'EccB';f—Db?d-4-11ﬂ—n4b3~-:-:_05ua‘}23a.-‘1'-

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic.

Hot Area:
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If Priv.User1 requests the Group1 PAM role at 07:00, [answer choice].

v

the request will be denied R\

ﬂ:.”)\d
Priv.User1 will be added to Group1 immediate(&gx':@ ;

5 “‘C'
Priv.User1 will be added to Group1 as sa%(@:%he request is approved

&5
Priv.User1 will be added to Group1 3@,@’)
Ve

If Prive.User2 requests thg@ ) %/1 PAM role at 09:00, [answer choice].

N v

the request will b %d
LA

Priv.User2 will be added to Group1 immediately

Priv.User2 will be added to Group1 as soon as the request is approved

Correct Answer:

If Priv.User1 requests the Group1 PAM role at 07:00, [answer choice].

v

i i &
the request will be denied /.@%\q
Priv.User1 will be added to Group1 immediateﬁ&@g

! O
Priv.User1 will be added to Group1 as sa%(@\@tﬁe request is approved

&5
Priv.User1 will be added to Group1 3@,@’)
Ve

If Prive.User2 requests thg@ ) %/1 PAM role at 09:00, [answer choice].

N v

the request will b d

Priv. User2 will be added to Group1 immediately

Priv.User2 will be added to Group1 as soon as the request is approved
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References:https://tiktechidentitythoughts.wordpress.com/2016/09/07/mim-2016-setting-up-privileged-access-
management-pam-in-an-existing-domain-using-the-built-in-pam-tool/
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