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QUESTION 1

Scenario: Most industries require compliance with multiple government regulations and/or industry standards to meet
data protection and privacy mandates. 

What is one proven method to account for common elements found within separate regulations and/or standards? 

A. Design your program to meet the strictest government standards 

B. Develop a crosswalk 

C. Hire a GRC expert 

D. Use the Find function of your word processor 

Correct Answer: B 

 

QUESTION 2

Which regulation or policy governs protection of personally identifiable user data gathered during a cyber investigation? 

A. ITIL 

B. Privacy Act 

C. Sarbanes Oxley 

D. PCI-DSS 

Correct Answer: B 

 

QUESTION 3

Which of the following is the MOST effective method for discovering common technical vulnerabilities within the IT
environment? 

A. Reviewing system administrator logs 

B. Auditing configuration templates 

C. Checking vendor product releases 

D. Performing system scans 

Correct Answer: D 

 

QUESTION 4

Acceptable levels of information security risk tolerance in an organization should be determined by? 
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A. Corporate compliance committee 

B. CEO and board of director 

C. CISO with reference to the company goals 

D. Corporate legal counsel 

Correct Answer: B 

 

QUESTION 5

What is a key policy that should be part of the information security plan? 

A. Account management policy 

B. Training policy 

C. Acceptable Use policy 

D. Remote Access policy 

Correct Answer: C 

Reference: https://www.exabeam.com/information-security/information-security-policy/ 
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