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QUESTION 1

Which of the following is the MAIN security concern for public cloud computing? 

A. Unable to control physical access to the servers 

B. Unable to patch systems as needed 

C. Unable to run anti-virus scans 

D. Unable to track log on activity 

Correct Answer: A 

 

QUESTION 2

The PRIMARY objective for information security program development should be: 

A. Reducing the impact of the risk to the business. 

B. Establishing incident response programs. 

C. Establishing strategic alignment with business continuity requirements. 

D. Identifying and implementing the best security solutions. 

Correct Answer: A 

 

QUESTION 3

Which of the following defines the boundaries and scope of a risk assessment? 

A. The risk assessment schedule 

B. The risk assessment framework 

C. The risk assessment charter 

D. The assessment context 

Correct Answer: B 

 

QUESTION 4

What is the first thing that needs to be completed in order to create a security program for your organization? 

A. Security program budget 

B. Compliance and regulatory analysis 
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C. Risk assessment 

D. Business continuity plan 

Correct Answer: C 

 

QUESTION 5

What type of attack requires the least amount of technical equipment and has the highest success rate? 

A. Social engineering 

B. Shrink wrap attacks 

C. Operating system attacks 

D. War driving 

Correct Answer: A 
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