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QUESTION 1

Which of the following steps should be performed FIRST when purchasing Commercial Off-The-Shelf (COTS)
software? 

A. undergo a security assessment as part of authorization process 

B. establish a risk management strategy 

C. harden the hosting server, and perform hosting and application vulnerability scans 

D. establish policies and procedures on system and services acquisition 

Correct Answer: D 

 

QUESTION 2

Which of the following countermeasures is the MOST effective in defending against a social engineering attack? 

A. Mandating security policy acceptance 

B. Changing individual behavior 

C. Evaluating security awareness training 

D. Filtering malicious e-mail content 

Correct Answer: C 

 

QUESTION 3

During a penetration test, what are the three PRIMARY objectives of the planning phase? 

A. Determine testing goals, identify rules of engagement, and conduct an initial discovery scan. 

B. Finalize management approval, determine testing goals, and gather port and service information. 

C. Identify rules of engagement, finalize management approval, and determine testing goals. 

D. Identify rules of engagement, document management approval, and collect system and application information. 

Correct Answer: D 

 

QUESTION 4

The goal of software assurance in application development is to 

A. enable the development of High Availability (HA) systems. 
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B. facilitate the creation of Trusted Computing Base (TCB) systems. 

C. prevent the creation of vulnerable applications. 

D. encourage the development of open source applications. 

Correct Answer: C 

 

QUESTION 5

A company seizes a mobile device suspected of being used in committing fraud. What would be the BEST method used
by a forensic examiner to isolate the powered-on device from the network and preserve the evidence? 

A. Put the device in airplane mode 

B. Suspend the account with the telecommunication provider 

C. Remove the SIM card 

D. Turn the device off 

Correct Answer: A 
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