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QUESTION 1

Which of the following is a canon of the (ISC)2 Code of Ethics? 

A. Integrity first, association before self, and excellence in all we do 

B. Perform all professional activities and duties in accordance with all applicable laws and the highest ethical standards 

C. Provide diligent and competent service to principals 

D. Cooperate with others in the interchange of knowledge and ideas for mutual security 

Correct Answer: C 

 

QUESTION 2

Which of the following is the MOST important consideration when developing a Disaster Recovery Plan (DRP)? 

A. The dynamic reconfiguration of systems 

B. The cost of downtime 

C. A recovery strategy for all business processes 

D. A containment strategy 

Correct Answer: C 

 

QUESTION 3

To prevent inadvertent disclosure of restricted information, which of the following would be the LEAST effective process
for eliminating data prior to the media being discarded? 

A. Multiple-pass overwriting 

B. Degaussing 

C. High-level formatting 

D. Physical destruction 

Correct Answer: C 

 

QUESTION 4

How does a Host Based Intrusion Detection System (HIDS) identify a potential attack? 

A. Examines log messages or other indications on the system. 
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B. Monitors alarms sent to the system administrator 

C. Matches traffic patterns to virus signature files 

D. Examines the Access Control List (ACL) 

Correct Answer: C 

 

QUESTION 5

Which of the following is the MOST common use of the Online Certificate Status Protocol (OCSP)? 

A. To obtain the expiration date of an X.509 digital certificate 

B. To obtain the revocation status of an X.509 digital certificate 

C. To obtain the author name of an X.509 digital certificate 

D. To verify the validity of an X.509 digital certificate 

Correct Answer: D 
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