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QUESTION 1

A security engineer is conducting an audit of an organization\\'s Voice over Internet Protocol (VoIP) phone network due
to a large increase in charges from their phone provider. The engineer discovers unauthorized endpoints have
connected to the phone server from the public internet and placed hundreds of unauthorized calls to parties around the
globe. Which type of attack occurred? 

A. Control eavesdropping 

B. Toll fraud 

C. Call hijacking 

D. Address spoofing 

Correct Answer: B 

 

 

QUESTION 2

Where can the Open Web Application Security Project (OWASP) list of associated vulnerabilities be found? 

A. OWASP Top 10 Project 

B. OWASP Software Assurance Maturity Model (SAMM) Project 

C. OWASP Guide Project 

D. OWASP Mobile Project 

Correct Answer: A 

 

QUESTION 3

A hospital enforces the Code of Fair Information Practices. What practice applies to a patient requesting their medical
records from a web portal? 

A. Use limitation 

B. Individual participation 

C. Purpose specification 

D. Collection limitation 

Correct Answer: D 

 

QUESTION 4
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When a flaw in Industrial control (ICS) software is discovered, what is the GREATEST impediment to deploying a
patch? 

A. Many IG systems have software that is no longer being maintained by the venders. 

B. Compensating controls may impact IG performance. 

C. Testing a patch in an IG may require more resources than the organization can commit. 

D. vendors are required to validate the operability patches. 

Correct Answer: D 

 

QUESTION 5

Which of the following BEST describes the purpose of the reference monitor when defining access control to enforce the
security model? 

A. Quality design principles to ensure quality by design 

B. Policies to validate organization rules 

C. Cyber hygiene to ensure organizations can keep systems healthy 

D. Strong operational security to keep unit members safe 

Correct Answer: B 
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