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QUESTION 1

Which of the following MUST be done before a digital forensics investigator may acquire digital evidence?
A. Inventory the digital evidence.

B. Isolate the digital evidence.

C. Verify that the investigator has the appropriate legal authority to proceed.

D. Perform hashing to verify the integrity of the digital evidence.

Correct Answer: C

QUESTION 2

Which of the following is the BEST method to perform an end-to-end testing on production for both operational and
security requirements?

A. Synthetic transaction analysis.
B. Dynamic code analysis

C. Static code analysis

D. Vulnerability analysis

Correct Answer: B

QUESTION 3

An organization has requested storage area network (SAN) disks for a new project. What Redundant Array of
Independent Disks (RAID) level provides the BEST redundancy and fault tolerance?

A. RAID level 1
B. RAID level 3
C. RAID level 4
D. RAID level 5

Correct Answer: D

QUESTION 4

Which of the following BEST describes why software assurance is critical in helping prevent an increase in business and
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mission risk for an organization?

A. Software that does not perform as intended may be exploitable which makes it vulnerable to attack.
B. Request for proposals (RFP) avoid purchasing software that does not meet business needs.

C. Contracting processes eliminate liability for security vulnerabilities for the purchaser.

D. Decommissioning of old software reduces long-term costs related to technical debt.

Correct Answer: A

QUESTION 5

Which of the following BEST describes the purpose of the security functional requirements of Common Criteria?
A. Level of assurance of the Target of Evaluation (TOE) in intended operational environment

B. Selection to meet the security objectives stated in test documents

C. Security behavior expected of a TOE

D. Definition of the roles and responsibilities

Correct Answer: C
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