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QUESTION 1

When an investigator contacts by telephone the domain administrator or controller listed by a Who is lookup to request
all e-mails sent and received for a user account be preserved, what U.S.C. statute authorizes this phone call and
obligates the ISP to preserve e-mail records? 

A. Title 18, Section 1030 

B. Title 18, Section 2703(d) 

C. Title 18, Section Chapter 90 

D. Title 18, Section 2703(f) 

Correct Answer: D 

 

QUESTION 2

Why should you never power on a computer that you need to acquire digital evidence from? 

A. When the computer boots up, files are written to the computer rendering the data nclean 

B. When the computer boots up, the system cache is cleared which could destroy evidence 

C. When the computer boots up, data in the memory buffer is cleared which could destroy evidence 

D. Powering on a computer has no affect when needing to acquire digital evidence from it 

Correct Answer: A 

 

QUESTION 3

Steven has been given the task of designing a computer forensics lab for the company he works for. He has found
documentation on all aspects of how to design a lab except the number of exits needed. How many exits should Steven
include in his design for the computer forensics lab? 

A. Three 

B. One 

C. Two 

D. Four 

Correct Answer: B 

 

QUESTION 4

In the context of file deletion process, which of the following statement holds true? 
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A. When files are deleted, the data is overwritten and the cluster marked as available 

B. The longer a disk is in use, the less likely it is that deleted files will be overwritten 

C. While booting, the machine may create temporary files that can delete evidence 

D. Secure delete programs work by completely overwriting the file in one go 

Correct Answer: C 

 

QUESTION 5

In a forensic examination of hard drives for digital evidence, what type of user is most likely to have the most file slack to
analyze? 

A. one who has NTFS 4 or 5 partitions 

B. one who uses dynamic swap file capability 

C. one who uses hard disk writes on IRQ 13 and 21 

D. one who has lots of allocation units per block or cluster 

Correct Answer: D 
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