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QUESTION 1

A suspect is accused of violating the acceptable use of computing resources, as he has visited adult websites and
downloaded images. The investigator wants to demonstrate that the suspect did indeed visit these sites. However, the
suspect has cleared the search history and emptied the cookie cache. Moreover, he has removed any images he might
have downloaded. What can the investigator do to prove the violation? 

A. Image the disk and try to recover deleted files 

B. Seek the help of co-workers who are eye-witnesses 

C. Check the Windows registry for connection data (you may or may not recover) 

D. Approach the websites for evidence 

Correct Answer: A 

 

QUESTION 2

Terri works for a security consulting firm that is currently performing a penetration test on First National Bank in Tokyo.
Terri\\'s duties include bypassing firewalls and switches to gain access to the network. Terri sends an IP packet to one
of the company\\'s switches with ACK bit and the source address of her machine set. What is Terri trying to accomplish
by sending this IP packet? 

A. Trick the switch into thinking it already has a session with Terri\\'s computer 

B. Poison the switch\\'s MAC address table by flooding it with ACK bits 

C. Crash the switch with a DoS attack since switches cannot send ACK bits 

D. Enable tunneling feature on the switch 

Correct Answer: A 

 

QUESTION 3

George is the network administrator of a large Internet company on the west coast. Per corporate policy, 

none of the employees in the company are allowed to use FTP or SFTP programs without obtaining 

approval from the IT department. Few managers are using SFTP program on their computers. Before 

talking to his boss, George wants to have some proof of their activity. George wants to use Ethereal to 

monitor network traffic, but only SFTP traffic to and from his network. 

What filter should George use in Ethereal? 

A. src port 23 and dst port 23 

B. udp port 22 and host 172.16.28.1/24 
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C. net port 22 

D. src port 22 and dst port 22 

Correct Answer: D 

 

QUESTION 4

What will the following command produce on a website login page? SELECT email, passwd, login_id, full_name FROM
members WHERE email = \\'someone@somehwere.com\\'; DROP TABLE members; --\\' 

A. Deletes the entire members table 

B. Inserts the Error! Reference source not found.email address into the members table 

C. Retrieves the password for the first user in the members table 

D. This command will not produce anything since the syntax is incorrect 

Correct Answer: A 

 

QUESTION 5

While looking through the IIS log file of a web server, you find the following entries: 

What is evident from this log file? 

A. Web bugs 

B. Cross site scripting 

C. Hidden fields 

D. SQL injection is possible 

Correct Answer: D 
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