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QUESTION 1

Netstat is a tool for collecting Information regarding network connections. It provides a simple view of TCP and UDP
connections, and their state and network traffic statistics. 

Which of the following commands shows you the TCP and UDP network connections, listening ports, and the
identifiers? 

A. netstat ?ano 

B. netstat ?b 

C. netstat ?r 

D. netstat ?s 

Correct Answer: A 

 

QUESTION 2

When marking evidence that has been collected with the aa/ddmmyy/nnnn/zz?format, what does the nnn?
denote?When marking evidence that has been collected with the ?aa/ddmmyy/nnnn/zz?format, what does the
?nnn?denote? 

A. The year the evidence was taken 

B. The sequence number for the parts of the same exhibit 

C. The initials of the forensics analyst 

D. The sequential number of the exhibits seized 

Correct Answer: D 

 

QUESTION 3

George was recently fired from his job as an IT analyst at Pitts and Company in Dallas Texas. His main duties as an
analyst were to support the company Active Directory structure and to create network polices. George now wants to
break into the company network by cracking some ofcompany? Active Directory structure and to create network polices.
George now wants to break into the company? network by cracking some of the service accounts he knows about.
Which password cracking technique should George use in this situation? 

A. Brute force attack 

B. Syllable attack 

C. Rule-based attack 

D. Dictionary attack 

Correct Answer: C 
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QUESTION 4

You are a security analyst performing a penetration tests for a company in the Midwest. After some initial
reconnaissance, you discover the IP addresses of some Cisco routers used by the company. You type in the following
URL that includes the IP address of one of the routers: 

http://172.168.4.131/level/99/exec/show/config 

After typing in this URL, you are presented with the entire configuration file for that router. What have you discovered? 

A. URL Obfuscation Arbitrary Administrative Access Vulnerability 

B. HTML Configuration Arbitrary Administrative Access Vulnerability 

C. Cisco IOS Arbitrary Administrative Access Online Vulnerability 

D. HTTP Configuration Arbitrary Administrative Access Vulnerability 

Correct Answer: D 

 

QUESTION 5

All Blackberry email is eventually sent and received through what proprietary RIM-operated mechanism? 

A. Blackberry Message Center 

B. Microsoft Exchange 

C. Blackberry WAP gateway 

D. Blackberry WEP gateway 

Correct Answer: A 
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