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QUESTION 1

You enter the following URL on your Web browser: 

http://www.we-are-secure.com/scripts/..%co%af../..%co% 

af../windows/system32/cmd.exe?/c+dir+c:\ 

What kind of attack are you performing? 

A. Session hijacking 

B. Directory traversal 

C. URL obfuscating 

D. Replay 

Correct Answer: B 

 

QUESTION 2

Which of the following are the two primary U.S. laws that address cybercrime? 

A. 1030 and 1362 

B. 1029 and 2510 

C. 1030 and 2510 

D. 1029 and 1030 

Correct Answer: D 

 

QUESTION 3

Which of the following is NOT a Wired Equivalent Privacy authentication method? 

A. Media access authentication 

B. Shared key authentication 

C. Kerberos authentication 

D. Open system authentication 

Correct Answer: C 

 

QUESTION 4
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Which of the following is an example of a low-interaction production honeypot that is developed and sold by the Swiss
company Netsec? 

A. Specter 

B. KFSensor 

C. Honeyd 

D. ManTrap 

Correct Answer: A 

 

QUESTION 5

Which of the following statements are true about Public-key cryptography? 

Each correct answer represents a complete solution. Choose two. 

A. Data encrypted with the secret key can only be decrypted by another secret key. 

B. The distinguishing technique used in public key-private key cryptography is the use of symmetric key algorithms. 

C. Data encrypted by the public key can only be decrypted by the secret key. 

D. The secret key can encrypt a message, and anyone with the public key can decrypt it. 

Correct Answer: CD 
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