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QUESTION 1

What are the two common parts of a Remote Access Trojan (RAT)? 

A. A client component and a server component 

B. The outbound port and the inbound port 

C. The ARP cache and the CAM table 

D. The payload and the wrapper 

Correct Answer: A 

 

QUESTION 2

Which of the following cryptographic system services ensures that information will not be disclosed to any unauthorized
person on a local network? 

A. Confidentiality 

B. Authentication 

C. Integrity 

D. Non-repudiation 

Correct Answer: A 

 

QUESTION 3

Fill in the blank with the appropriate word is software that is a subcategory of malware and refers to unwanted software
that performs malicious actions on a user\\'s computer. Some its examples are Trojan, adware, and spyware. 

Correct Answer: Crimeware  

 

QUESTION 4

Which of the following steps in the Computer Forensic Investigation process limits the extent and significance of an
incident to ensure that it does not spread to other systems? 

A. Containment 

B. Detection 

C. Preparation 

D. Eradication 
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Correct Answer: A 

 

QUESTION 5

Which of the following security policies will you implement to keep safe your data when you connect your Laptop to the
office network over IEEE 802.11 WLANs? 

Each correct answer represents a complete solution. Choose two. 

A. Using a protocol analyzer on your Laptop to monitor for risks. 

B. Using an IPSec enabled VPN for remote connectivity. 

C. Using portscanner like nmap in your network. 

D. Using personal firewall software on your Laptop. 

Correct Answer: BD 
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