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QUESTION 1

You work as a professional Computer Hacking Forensic Investigator for DataEnet Inc. You want to investigate e-malil
information of an employee of the company. The suspected employee is using an online e-mail system such as Hotmail
or Yahoo. Which of the following folders on the local computer will you review to accomplish the task?

Each correct answer represents a complete solution. Choose all that apply.

A. Download folder

B. History folder

C. Temporary Internet Folder

D. Cookies folder

Correct Answer: BCD

QUESTION 2

Linux traffic monitoring tools are used to monitor and quickly detect faults in the network or a system. Which of the
following tools are used to monitor traffic of the Linux operating system? Each correct answer represents a complete
solution. Choose all that apply.

A. PsExec

B. IPTraf

C. MRTG

D. PsLogList

E. Ntop

Correct Answer: BCE

QUESTION 3

Which of the following algorithms produces a digital signature which is used to authenticate the bit- stream images?
A. BOINIC

B. HashClash

C. MD5

D. MD6

Correct Answer: C
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QUESTION 4

Which of the following law does not protect intellectual property?
A. Murphy\\'s law

B. Trademark

C. Patent law

D. Copyright

Correct Answer: A

QUESTION 5

TCP FIN scanning is a type of stealth scanning through which the attacker sends a FIN packet to the target port. If the
port is closed, the victim assumes that this packet was sent mistakenly by the attacker and sends the RST packet to the
attacker. If the port is open, the FIN packet will be ignored and the port will drop the packet. Which of the following
operating systems can be easily identified with the help of TCP FIN scanning?

A. Red Hat

B. Windows

C. Knoppix

D. Solaris

Correct Answer: B
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