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QUESTION 1

Adam works as a Security Analyst for Umbrella Inc. CEO of the company ordered him to implement two- factor
authentication for the employees to access their networks. He has told him that he would like to use some type of
hardware device in tandem with a security or identifying pin number. Adam decides to implement smart cards but they
are not cost effective. Which of the following types of hardware devices will Adam use to implement two-factor
authentication? 

A. Biometric device 

B. One Time Password 

C. Proximity cards 

D. Security token 

Correct Answer: D 

 

QUESTION 2

Which of the following security architectures defines how to integrate widely disparate applications for a world that is
Web-based and uses multiple implementation platforms? 

A. Sherwood Applied Business Security Architecture 

B. Service-oriented modeling and architecture 

C. Enterprise architecture 

D. Service-oriented architecture 

Correct Answer: D 

 

QUESTION 3

Which of the following protocols is an alternative to certificate revocation lists (CRL) and allows the authenticity of a
certificate to be immediately verified? 

A. RSTP 

B. SKIP 

C. OCSP 

D. HTTP 

Correct Answer: C 

 

QUESTION 4
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Which of the following Incident handling process phases is responsible for defining rules, collaborating human
workforce, creating a back-up plan, and testing the plans for an enterprise? 

A. Eradication phase 

B. Recovery phase 

C. Containment phase 

D. Preparation phase 

E. Identification phase 

Correct Answer: D 

 

QUESTION 5

Fill in the blank with the appropriate security device. ___________ is a device that contains a physical mechanism or
electronic sensor that quantifies motion that can be either integrated with or connected to other devices that alert the
user of the presence of a moving object within the field of view. 

Correct Answer: Motion detector 
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