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QUESTION 1

In which of the following alternative processing sites is the backup facility maintained in a constant order, with a full
complement of servers, workstations, and communication links ready to assume the primary operations responsibility?

A. Hot Site

B. Mobile Site
C. Warm Site
D. Cold Site

Correct Answer: A

QUESTION 2

Which of the following terms refers to the method that allows or restricts specific types of packets from crossing over the
firewall?

A. Hacking

B. Packet filtering
C. Web caching
D. Spoofing

Correct Answer: B

QUESTION 3

Which of the following are the countermeasures against a man-in-the-middle attack? Each correct answer represents a
complete solution. Choose all that apply.

A. Using public key infrastructure authentication.
B. Using basic authentication.

C. Using Secret keys for authentication.

D. Using Off-channel verification.

Correct Answer: ACD

QUESTION 4

Your company is covered under a liability insurance policy, which provides various liability coverage for information
security risks, including any physical damage of assets, hacking attacks, etc. Which of the following risk management
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techniques is your company using?
A. Risk acceptance

B. Risk avoidance

C. Risk transfer

D. Risk mitigation

Correct Answer: C

QUESTION 5

In which of the following Person-to-Person social engineering attacks does an attacker pretend to be an outside
contractor, delivery person, etc., in order to gain physical access to the organization?

A. In person attack

B. Third-party authorization attack
C. Impersonation attack

D. Important user posing attack

Correct Answer: C
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