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QUESTION 1

The security administrator has installed a new firewall which implements an implicit DENY policy by default Click on the
firewall and configure it to allow ONLY the following communication.

1. The Accounting workstation can ONLY access the web server on the public network over the default HTTPS port.
The accounting workstation should not access other networks.

2. The HR workstation should be restricted to communicate with the Financial server ONLY, over the default SCP port.

3. The Admin workstation should ONLY be able to access the servers on the secure network over the default TFTP
port.

Instructions: The firewall will process the rules in a top-down manner in order as a first match The port number must be
typed in and only one port number can be entered per rule Type ANY for all ports. The original firewall configuration can

be reset at any time by pressing the reset button. Once you have met the simulation requirements, click save and then
Done to submit.

Question

Show
Network Diagram

Instructions: The firewall will process the rules in a top-down manner in order as a first match.
The port number must be typed in and only one port humber can be entered per rule.
Type ANY for all ports. The original firewall configuration can be reset-at any time
by pressing the reset button. Once you have met the simulationTe ements
click save and then Done to submit
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Rule# Source Destination Port Protocol Action
{Only One Per Rule)
= 1 [ | v v | vi vi

192.168.10.2/32 Any 143 ANY Permit
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 UDP
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32 192.168.100.18/32

= 2 .. v | w '*" @I v v|
443 (Q <& ANY ]

192.168.10.2/32 Any Permit
192.168.10.3/32 192.168.10.2/32 22 b TeR Deny
192.168.10.4/32 192.168.10.3/32 UpDp
192.168.10.5/32 192.168.10.4/32 /\\
10.10.9.12/32 192.168.10.53 v
10.10.9.14/32 192168100280 1
10.10.9.18/32 o
~
— .' & @ v 2 ¥ ¥
192.168.10.2/324 . jAny 443 ANY Permit
192.168. 1113}0 192.168.10.2/32 22 TP Deny
0.4 192.168.10.3/32 69 uppP
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32
192.168.100.18/32
= 4 v v . v| v| v|
192.168.10.2/32 Any 443 il Permit
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 uppP
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.3.18/32 192.168.100.18/32
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Rule# Source Destination Port Protocol Action
{Only One Per Rule)
= 1 [ | v v | vi vi

192.168.10.2/32 Any ivila ANY Permit
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 UDP
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32 192.168.100.18/32

B: — 8 —a (HO. 5 =
443 (QO ANY —_—

192.168.10.2/32 Any Permit
192.168.10.3/32 192.168.10.2/32 22 b e Deny
192.168.10.4/32 192.168.10.3/32 upp
192.168.10.5/32 192.168.10.4/32_ ¢
10.10.9.12/32 192.168.10.53 v
10.10.9.14/32 55 e 9
10.10.9.18/32 5 ,
~
B 3 .' K e @ v bl o] ¥
192.168.10.2/32 JAny 443 S Permit
192.168. 1113}0 192.168.10.2/32 22 TP Deny
045 192.168.10.3/32 63 upp
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32
192.168.100.18/32
= 4 | v W o v v
192.168.10.2/32 Any 443 sl Permit
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 upp
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.3.14/32 192.168.100.10/32
10.10.9.18/32 192.168.100.18/32
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QUESTION 2

Select the appropriate attack from each drop down list to label the corresponding illustrated attack.

Instructions: Attacks may only be used once, and will disappear from drop down list if selected. When you have
completed the simulation, please select the Done button to submit.

Hot Area:
Question
Attacks

Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.

ntified Attack

Attack Vector Target

Attacker gains confidential
company information

Attacker posts link to I E e 4

. fake AV software

Muitiple s
social networks %

Attacker collecting
credit card details
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= 2
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HOAX
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PHISHING

\ 4 ~-PHARMING

oad set of victims |
SPEAR PUSHING
HOAX
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--~PHARMING

Phone-based victim -

SPEAR PUSHING
HOAX.

VISHING
PHISHING

Broad set of recipients =

SPEAR PUSHING
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....................... PHARMING o S S

Reset All
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Question
= Attacks
Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.
Attack Vector Target 2 ntified Attack

~— , . & and board-mambare  SPEAR PUSHING
Attacker gains confidential * ﬁ r HOAX
L company information A VISHING

PHISHING
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—

-

_______________________________________________________________________________ Q
& el of victims
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______________________________________________________________ - cemessscccanannen--- PHARMING
- Phone-based victim -
- om—
lcaro |
Q: —. Attacker collecting ﬁ(P)EA?(R BAISHING
.\_-g/ credit card details VISHING
PHISHING
________________________________________________________________________________ PHARMING
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SPEAR PUSHING

Ly information to parties
HOAX

!z" that have already opt i"’ g
&

receiving advertiséments

. ? i VISHING
PHISHING |

L Attacker redife [$ name E | -
' resolution entries from legitimate # 2 ¥ Legitimate sie SPEAR PUSHING

- st site to fraudulent site ; ) HOAX

i RISy  victims VISHING
. e PHISHING
. PHARMING
i ] Reset All
3% —— E==] =
QUESTION 3

For each of the given items, select the appropriate authentication category from the drop down choices. Select the

appropriate authentication type for the following items:

Hot Area:
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ltern Response

Fingerprint scan L_.'

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

Hardware token F

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication

Smart card =

Biometric auther{hcatlan
One Time IPdsswurd
Multl-factuj'

PAP «a;ithéntlcatmn

_ _PAPJ authentlcatmn

,:'Blnmatrlc authentication

=

Password

Biometric authentication

One Time Password
Multi-factor

PAFP authentication
PAP authentication
Biometric authentication

PIN number I n

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAFP authentication
Biometric authentication

Retina Scan

Biometric authentication

One Time Password
Multi-factor

PAFP authentication
PAP authentication

Biometric authentication
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Correct Answer:
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ltem

Fingerprint scan

Hardware token

Smart card

Password

PIN number

Retina Scan
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Response

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication

Biometric authentication

Biometric authehtication
One Time .-ﬁ%ﬁnrd
Multi-f

PAP @gﬁﬁbntication

_ _Jf!ﬁiﬁ'fﬁﬂthentication

" d
Biometric authentication

i |

Biometric authentication

One Time Password
Multi-factor

PAF authentication
PAP authentication
Biometric authentication

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

-

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication
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QUESTION 4

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to

appropriate Security devices.

Select and Place:

1

Types of Security

W00 N LN R W

0. Device Encryption
11. Antivirus

Task: Drag the items on the left to show the different types of

allitems needto be wsed.

sequrity for the shown devices. Mot all fields need to be filled, Not

GPS Tracking
Mantrap

Remote wipe
Strong Passwords
Cable lock
Biometrics
Proximity Badges
FM-200

HVAC

Correct Answer:
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Task: Drag the items on the left to show the different types of
Types of Security T;w mmmm. Not il fields need to be filled, Not
4 m= b

5. Cablelock
FM-200
9. HVAC - -
6. Biometrics
11. Antivirus 7. Proximity Badges
2. Mantrap
QUESTION 5

Determine the types of Attacks from right to specific action.

Select and Place:
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Task: Determine the types of attacks below by selecting an option
Types of attacks froem the dropdown st

_ Email sent te multiple users
- to a link to verify

username/pestword on

external site
Phone calls mede to CEQ of
‘ arERAirEtian BGnE far
a1 varigus financial data

Phonecall ismade to individual
stating thers was an IT issue,
and astad for the user’s
password ower the phone

0~ O OB W R

You're on a sacial medi
BN INSTANT MESTIgE

= ._ I Choose Attack Typa |

guertisne afs persanal ANturs,
which couldbe considered
typical password reset
QuEitians,

I Choose Attack Type I

Correct Answer:
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Phishing
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. Vishing

. Whaling

. X-Mas

. Spoofing

.Hoax

. Spam

. 3pim

10. Social Engineering
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Task: Determine the types of attacks below by selecting an option
Types of attacks froem the dropdown st

Email sent te multiple users
to a link to werify
username/pestword on
external site

Phone calls mede to CEQ of
arERAirEtian BGnE far
a1 varigus financial data

il :4!3;%

Phonecall ismade to individual
stating thers was an IT issue,
and astad for the user’s
password ower the phone

fou're on a sacial madia
BN INSTANT MESTIgE
from afriand withs

wrEsnal RETUM,
which could be considered
typical password reset
questions,

10. Social Engineerin
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2. Pharming

B. X-Mag
6. Spoofing
7. Hoax
8. Spam
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