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QUESTION 1
You have been tasked with designing a security plan for your company. Drag and drop the appropriate security controls
on the floor plan-Instructions: All objects must be used and all place holders must be filled Order does not matter When

you have completed the simulation, please select the Done button to submit.

Select and Place:

Question

Floor Plan

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.

Security Gontrols

Unsupervised Lab

v C. I.Ju' 1
Printer Laptop roas [
]
< - = - S f
_r.:,;?” . o
VT ?i/” ceTv
Man Trap

Biometric Reader

Proximity Badge

Cable Locks

&3 Reset Al

Office

- \ Workstation

Employee laptop

Employee laptop

Employee laptop

Correct Answer:
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Floor Plan

Question

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.

Unsupervised Lab

Printer

g
l“‘ﬁ"

5

Laptop

4 Cable Locks I

Laptop

Cable Locks I =

Laptop

i
sl

)

=g - e
Printer Laptop
Office
Prosiivily Basiges Workstation Server
Safe | } “'
—_—--- el e
Server

Locking C&%&ﬂs

i Biometric Reader

Server

N

Server

QUESTION 2

Security Gontrols

Locking Cabinets
Safe o
CCTV

Man Trap
Biometric Reader
Proximity Badge

Cable Locks

&3 Reset Al

Employee Iaptop

A—_—
@I

Bmmetnc %eader I

.

Employee laptop

g
! | Biometric Reader
| I

Employee laptop

| Biometric Reader I_

—

A
Ql

A forensic analyst is asked to respond to an ongoing network attack on a server. Place the items in the list below in the
correct order in which the forensic analyst should preserve them.

Select and Place:
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Correct Answer:

©
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QUESTION 3

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to
appropriate Security devices.

Task: Corfigure the firevwall [fill out the tabik) to allow these four rules:
Configure the Firewall 1. Only aflow the Acoounting computer tohave HTTPS aooess bo the Administrative server.

2. Only allow the HR computsr to be able to communicate with the Server 2 System over SCP.
3. Allowthe IT computer to hawe access to both the Administrative Server 1 and Administrathie

Seruer 1

Serveri
IP: 10.4.255.1

HR IT Cther Department
IP: 10.4.255.10/23 IP: 10,4255 10/24 IP: 10.4.255 10/2% 1P 10.4.255.00/26

Correct Answer: Use the following answer for this simulation task.

Explanation/Reference:

Latest JKO-018 Dumps | JK0-018 PDF Dumps | JK0-018 Practice Test 5/9


https://www.pass4lead.com/JK0-018.html
https://www.pass4lead.com/JK0-018.html
https://www.pass4lead.com/JK0-018.html

https://lwww.pass4lead.com/JK0-018.html

- 2022 Latest pass4lead JK0-018 PDF and VCE dumps Download
== Pass4lLead.com
Source IP Destination IP Port number TCP/UDP Allow Deny
10.4.255.10 10.4.255.101 443 Allow
10.4.255.10 10.4.255.2 22 Allow
10.4.255.10 10.4.255.101  Any Allow
10.4.255.10 10.4.255.102  Any Allow

MNote: All servers in the bottom have the same |P address, so something is wrong with this guestion.

QUESTION 4

Determine the types of Attacks from right to specific action.

Select and Place:

Types of attacks

Task: Determine the types of attacks bekow by selecting an option
froem the dropdown st

2 Email sent to multiple users
- to a link to verify =
)

username/pessword on

@, Phishing
I Choose Attack Type @ | 2 F'harming

pmord over the phone /--\.'
-

external site @ 3 U -
= . Vishing
Phone calls made to CEQ of 4 Wha"ng
' arganizatinn siing far E_ K—Mﬂs
varioys financial data E Spﬂﬂﬁng
7. Hoax
% Phonecall ismade to individual
' stating thers was an 1T issue, I Choose Attack Type I B * S pam
and astad for the users g Splm

4,
an instant message popiu
from afriend witha it n
i U1Eanhr il I

10. Social Engineering

I Choose Attack Type I

Afriend/colleasue asksyou
guettisne afs perEonal AETUr,
which couldbe considered
typical password reset
Questions,

I Choose Attack Type I

Correct Answer:
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Task: Determine the types of attacks below by selecting an option
Types of attacks froen the dropsown st

_ Email sent te multiple users
- to a link to verify

username/pestword on

1. Phishing ((E@ Pharming

external site
<
Phone calls mede to CEQ of
' ArERA iRt an BGnE far E X—Maﬂ
varigus financial data E S 1__
. Spoofing
7. Hoax
= Phonecall ismade to individual
' statingthers wasan 1T imsue, 3. Vlﬂhlng 8. Spam
and astad for the user's

password over the phone ﬂ
-

- '.' =
2

BN instant mesEage popiup o :

from afriend wit fﬁ n 9. splm

new breakthrooagh dis

Afriand/collague asks you
FuerEisne sfs peresnsl Atut,
which couldbe considered
typical password reset
guestions,

10. Social Engineering

QUESTION 5

A Security administrator wants to implement strong security on the company smart phones and terminal servers located
in the data center. Drag and Drop the applicable controls to each asset type. Instructions: Controls can be used multiple
times and not all placeholders needs to be filled. When you have completed the simulation, Please select Done to
submit.

Select and Place:
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Controls

Scerren Locks

Company Manager
Smart Phone

Strong Password

Device Encryption

Data Center
Terminal Server

Remote Wipe

GFS Tracking

Pop-up Blocker

Cable Locks

Antivirus

Host Based Firewall

Proximity Reader

Sniffer

Mantor ap

Correct Answer:

Controls

Company Manager
Smart Phone

S
s,
v ]
iy
i b
=
. |
= . e

Data Center
Terminal Server

Scerren Locks ;

2 -
oy Iy

Cable Locks

rad

Strong Password,_ ¢ 2"

Antivirus

Device Encrypﬁbﬂ Host Based Firewall
Remote b@:& Sniffer
GPS$ i'facmng Mantor ap

Proximity Reader

[ \"-a

B '_.,'.-\

- E‘pﬁ Lm Blocker
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