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QUESTION 1
Select the appropriate attack from each drop down list to label the corresponding illustrated attack.

Instructions: Attacks may only be used once, and will disappear from drop down list if selected. When you have
completed the simulation, please select the Done button to submit.

Hot Area:
Question

—_ Attacks

Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.

Attack Vector Target ntified Attack

&
~ b I
e . e B s boa, .-- it SPEAR PUSHING
Attacker gains confidential * .@ ' HOAX
company information " VISHING

PHISHING

B e e e e s e s s s e e e -==-=----PHARMING  ---—-------—-~-
n set of victims -
& P SPEAR PUSHING
Attacker posts link to g ol q ) SEEAR PUSHING
# =.._ fake AV software * - (T D HOAX
3 Multiple o VISHING
social networks PHISHING
-------------------------------------------------------------- - “e==ee--c-ceo---PHARMING Smmmmmmmmeees
W Phone-based victim | -
*ﬂ Attacker collecting ﬁ(P)EA?(R PAIRHIG
H‘-g/ credit card details VISHING

PHISHING

SPEAR PUSHING

HOAX

VISHING

PHISHING

PHARMING ~ ~——

Ir 1
| s

‘Oi)/ resalution entries from legitimate * a Q> sitey SPEARPUSHING
%"t site to fraudulent site . i *—H"—"'——’ \I:I%?ITNG
T & ictims
I PHISHING P TE———
PHARMING | i ——]
il = — Reset All
 —— p "

Correct Answer:
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Question
= Attacks
Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.
Attack Vector Target = ntified Attack
Targeted CEQT= ‘%} | -
~ , ) 0 and boardamdlbidll  (SPEOR PUSHING?—]
Attacker gains confidential * ﬁ 7 HORX
L company information ; VISHING
! PHISHING
------------------------------------------------------------------------------- ‘FQ-""""--"PHARMING
s B Broad set of victims -
Attacker posts link to "__— _"__ " SPEAR PUSHING
# =._ fake AV software # ik (1= HOAX
Multiple I | VISHING
social networks PHISHING
-------------------------------------------------------------- - cmmessccecicceooeeo-- PHARMING S
| — Phone-based victim -
[CARD [
ﬁ: —. Attacker collecting ﬁ(P)EA?(R PAIRHIG
.\_-g/ credit card details VISHING
PHISHING
““““““““““““““““““““““““““““““““““““““““““““““““ PHARMING s

Broad set of recipients
SPEAR PUSHING

Ly information to parties
HOAX

!z" that have already opt i"’ g
A

receiving adverti efls

. ? i VISHING
PHISHING |

L Attacker redife [$ name E | -
' resolution entries from legitimate # 2 ¥ Legitimate sie SPEAR PUSHING

- st site to fraudulent site ; ) HOAX

i RISy  victims VISHING
. e PHISHING
. PHARMING
i ] Reset All
3% —— E==] =
QUESTION 2

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to

appropriate Security devices.

Select and Place:
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Task: Drag the items on the left to show the different types of
Types of Security :T;ny mmmm. Not il fields need to be filled, Not
4 m= b

GPS Tracking
Mantrap

Remote wipe
Strong Passwords
Cable lock
Biometrics
Proximity Badges
FM-200

. HVAC

10. Device Encryption
11. Antivirus

W00 L AN R W

Correct Answer:
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Task: Drag the items on the left to show the different types of

E m= b

5. Cablelock
FM-200
9. HVAC - -
6. Biometrics
11. Antivirus 7. Proximity Badges
2. Mantrap
QUESTION 3

For each of the given items, select the appropriate authentication category from the dropdown choices. Instructions:
When you have completed the simulation, please select the Done button to submit.

Hot Area:
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Authentication Category

Instructions: When you have completed the simulation, Please Select the Done Button to Submit

Select the appropriate authentication type for the following items:

ltem Response

Retina scan | |

Something you have
Something you know
Something you are

All given authentication categories

Smart card . ,_,.{{
Something you have ¢ /

Something you know
Something you are j_. ‘~

.--.

All given authentmqtmn categorles

= --'.-—fv—}
. | *

Hardware Token | _/_ E e
Sumetﬁlnq 1,,h::;u'l'lmﬂer
S-:tmle!}.hrhg you know
- Sm}}thmg you are

\_All given authentication categories

Password ‘. | v|

Something you have
Something you know
Something you are

All given authentication categories

PIN number _ vj

Something you have
Something you know
Something you are

All given authentication categories

Fingerprint scan _ v

Something you have
Something you know
Something you are

All given authentication categories
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Correct Answer:
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Authentication Category

Instructions: When you have completed the simulation, Please Select the Done Button to Submit

Select the appropriate authentication type for the following items:

ltem Response

Retina scan | |

Something you have
Something you know
Something you are

All given authentication categories

Smart card . ﬂ N
Something you have m
Something you know (7.

Something youare .
B T
All given authenthq'tlrnnréategories
o,

Hardware Token e A b

Something you have
[ v
S.PWEifh:[hﬂ you know

mething you are

'-.:'-:--‘\."'- " N " N
- ~\'-~_;-.-_-ﬂll given authentication categories

Password QSO T -

Something you have
Something you know
Something you are

All given authentication categories

PIN humber : v|

Something you have
Something you know
Something you are

All given authentication categories

Fingerprint scan v

Something you have
Something you know
Something you are

All given authentication categories
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QUESTION 4

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to
appropriate Security devices.

Task: Corfigure the firevwall [fill out the tabik) to allow these four rules:

Configure the Firewall 1. Only aflow the Acoounting computer tohave HTTPS aooess bo the Administrative server.
2. Only allow the HR computsr to be able to communicate with the Server 2 System over SCP.
3. Allowthe IT computer to hawe access to both the Administrative Server 1 and Administrathie

Seruer 1

IT
IP: 10.4.255.10/23 IP: 10,4255 10/24 IP: 10.4.255 10/2%

Correct Answer: Use the following answer for this simulation task.

Explanation/Reference:
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Source IP Destination IP Port number TCP/UDP Allow Deny
10.4.255.10 10.4.255.101 443 TCP ,_@3 Allow
ki)
9 SF
10.4.255.10 10.4.255.2 22 TCP fh@?" Allow
.
.-‘\\,_F:;ﬁd
10.4.255.10 10.4.255.101  Any é@v Allow
,,‘.;{
10.4.255.10  10.4.255.102 Any X7 Any Allow
o
K

Mote: All servers in the bottom have the same IP address, so something is wrong with this guestion.

QUESTION 5

The security administrator has installed a new firewall which implements an implicit DENY policy by default Click on the
firewall and configure it to allow ONLY the following communication.

1. The Accounting workstation can ONLY access the web server on the public network over the default HTTPS port.
The accounting workstation should not access other networks.

2. The HR workstation should be restricted to communicate with the Financial server ONLY, over the default SCP port.

3. The Admin workstation should ONLY be able to access the servers on the secure network over the default TFTP
port.

Instructions: The firewall will process the rules in a top-down manner in order as a first match The port number must be
typed in and only one port number can be entered per rule Type ANY for all ports. The original firewall configuration can
be reset at any time by pressing the reset button. Once you have met the simulation requirements, click save and then
Done to submit.
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Qﬁmion
f— Network Diagram

Instructions: The firewall will process the rules in a top-down manner in order as a first match.
The port number must be typed in and only one port humber can be entered per rule.
Type ANY for all ports. The original firewall configuration can be res t any time
by pressing the reset button. Once you have met the simulatio irements,
click save and then Done to submit.

Public Server Network o: Secure Network

Wzb Server
192.168.10.5

Mail Server
192.168.10.2

DNS Server
192.168.10.3

Financial Server
192.168.100.10

ion Network

Purchasing Server
192.168.100.18

L

- I ‘Accounting Human Resources Sales Admin

Hot Area:

Latest JK0-018 Dumps | JK0-018 Practice Test | JKO-018 Study Guide 11/14

110.10.9.12  10.10.9.14 10.10.9.16 10.10.9.18 B ==


https://www.pass4lead.com/JK0-018.html
https://www.pass4lead.com/JK0-018.html
https://www.pass4lead.com/JK0-018.html

v—4&. VCE & PDF https://www.pass4lead.com/JK0-018.html
2022 Latest pass4lead JK0-018 PDF and VCE dumps Download
Pass4lLead.com

Rule# Source Destination Port Protocol Action
{Only One Per Rule)
= 1 [ | v v | vi vi

192.168.10.2/32 Any 143 ANY Permit
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 UDP
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32 192.168.100.18/32

B: — 8 —a (HO. 1 =
443 (QO ANY ]

192.168.10.2/32 Any Permit
192.168.10.3/32 192.168.10.2/32 22 b TeR Deny
192.168.10.4/32 192.168.10.3/32 UpDp
192.168.10.5/32 192.168.10.4/32 /\\
10.10.9.12/32 192.168.10.53 v
10.10.9.14/32 192168100280 1
10.10.9.18/32 o
~
— .' & @ v 2 ¥ ¥
192.168.10.2/324 . jAny 443 ANY Permit
192.168. 1113}0 192.168.10.2/32 22 TP Deny
0.4 192.168.10.3/32 69 uppP
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32
192.168.100.18/32
= 4 v v . v| v| v|
192.168.10.2/32 Any 443 il Permit
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 uppP
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.3.18/32 192.168.100.18/32

Correct Answer:
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Rule # Source Destination Port Protocol Action
{Only One Per Rule)
= 1 r 3 1 o by b | b i

192.168.10.2/32 Any e ANY Bl
192.168.10.3/32 192.168.10.2/32 22 TcpP Deny
192.168.10.4/32 192.168.10.3/32 69 UDP
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32 192.168.100.18/32

B 2 | g v vie @ | ¥ v|
192.168.10.2/32 Any 443 (&O By Permit
B

192.168.10.3/32 192.168.10.2/32 22 A e Deny
192.168.10.4/32 192 168.10.3/32 UDP
192.168.10.5/32 192.168.10.4/32 /\\
10.10.9.12/32 192.168.10.5/3 v
10.10.9.14/32 ips e g 9
10.10.9.18/32 ey
- l.- i y
= 3 | ‘r. O ‘V- - a2 | V! W
: ANY :
192.168.10.2/32 /Any 443 Permit
192.168. 1113}0 192.168.10.2/32 22 TEP Deny
045 192.168.10.3/32 63 upp
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32
192.168.100.18/32
= 4 e W B, b vl
192.168.10.2/32 Any 143 Y Permit
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 upp
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.3.14/32 192.168.100.10/32
10.10.9.18/32 192.168.100.18/32
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