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QUESTION 1

What mechanisms are specified by the IEEE 802.11 standard to attempt to prevent multiple radios from transmitting on
the RF medium at a given point in time? (Choose three) 

A. Random backoff timer 

B. Clear channel assessment 

C. Network allocation vector 

D. Slot assessment value 

E. Collision detection 

F. Duty cycle detection 

Correct Answer: ABC 

 

QUESTION 2

Given: 

ABC Company performs top-secret government contract work and has recently purchased an 802.11 Wireless Intrusion
Prevention System (WIPS) to enforce their "NO WIRELESS" network security policy. 

What attack type cannot be recognized by the WIPS? 

A. Deauthentication 

B. MAC Spoofing 

C. Protocol Jamming 

D. Eavesdropping 

E. RF Jamming 

Correct Answer: D 

 

QUESTION 3

Which unit of measurement is a relative unit that is used to quantify power level changes? 

A. dBm 

B. dBW 

C. dB 

D. mW 
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E. VSWR 

Correct Answer: C 

 

QUESTION 4

ABC Company is planning a point-to-multipoint outdoor bridge deployment with standalone (autonomous) 802.11 bridge
units. 802.1X/EAP will be used for bridge authentication. What device in the bridge implementation acts as the 802.1X
Authenticator? 

A. The RADIUS server 

B. All non-root bridges 

C. A designated non-root bridge 

D. The root bridge 

E. The Ethernet switch 

Correct Answer: D 

 

QUESTION 5

In an 802.11b/g system, what channels are considered non-overlapping? (Choose two) 

A. Channels 5 and 10 

B. Channels 1 and 5 

C. Channels 3 and 7 

D. Channels 2 and 8 

E. Channels 8 and 11 

F. Channels 10 and 13 

Correct Answer: AD 
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