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QUESTION 1

Which of the following can be implemented in hardware or software to protect a web server from cross-site scripting
attacks? 

A. Intrusion Detection System 

B. Flood Guard Protection 

C. Web Application Firewall 

D. URL Content Filter 

Correct Answer: C 

 

QUESTION 2

Joe, the systems administrator, is setting up a wireless network for his team\\'s laptops only and needs to prevent other
employees from accessing it. Which of the following would BEST address this? 

A. Disable default SSID broadcasting. 

B. Use WPA instead of WEP encryption. 

C. Lower the access point\\'s power settings. 

D. Implement MAC filtering on the access point. 

Correct Answer: D 

 

QUESTION 3

A company replaces a number of devices with a mobile appliance, combining several functions. Which of the following
descriptions fits this new implementation? (Select TWO). 

A. Cloud computing 

B. Virtualization 

C. All-in-one device 

D. Load balancing 

E. Single point of failure 

Correct Answer: CE 

 

QUESTION 4
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Which of the following practices is used to mitigate a known security vulnerability? 

A. Application fuzzing 

B. Patch management 

C. Password cracking 

D. Auditing security logs 

Correct Answer: B 

 

QUESTION 5

The security administrator is implementing a malware storage system to archive all malware seen by the company into a
central database. The malware must be categorized and stored based on similarities in the code. Which of the following
should the security administrator use to identify similar malware? 

A. TwoFish 

B. SHA-512 

C. Fuzzy hashes 

D. HMAC 

Correct Answer: C 
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