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QUESTION 1

When verifying file integrity on a remote system that is bandwidth limited, which of the following tool combinations
provides the STRONGEST confidence? 

A. MD5 and 3DES 

B. MD5 and SHA-1 

C. SHA-256 and RSA 

D. SHA-256 and AES 

Correct Answer: B 

 

QUESTION 2

A user in the company is in charge of various financial roles but needs to prepare for an upcoming audit. They use the
same account to access each financial system. Which of the following security controls will MOST likely be implemented
within the company? 

A. Account lockout policy 

B. Account password enforcement 

C. Password complexity enabled 

D. Separation of duties 

Correct Answer: D 

 

QUESTION 3

A team of firewall administrators have access to a `master password list\\' containing service account passwords. Which
of the following BEST protects the master password list? 

A. File encryption 

B. Password hashing 

C. USB encryption 

D. Full disk encryption 

Correct Answer: A 

 

QUESTION 4

Which of the following implementation steps would be appropriate for a public wireless hot- spot? 
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A. Reduce power level 

B. Disable SSID broadcast 

C. Open system authentication 

D. MAC filter 

Correct Answer: C 

 

QUESTION 5

Allowing unauthorized removable devices to connect to computers increases the risk of which of the following? 

A. Data leakage prevention 

B. Data exfiltration 

C. Data classification 

D. Data deduplication 

Correct Answer: B 
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